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Summary

CVE CVE-2010-1511

State PUBLIC

Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-05-17 21:00:00 UTC

Updated 2018-10-10 19:57:00 UTC

Description KGet 2.4.2 in KDE SC 4.0.0 through 4.4.3 does not properly request download confirmation from the user, which makes it easier for remote attackers to overwrite arbitrary files via a crafted metalink file.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kde Kde Sc 2.2.0 All All All

Application Kde Kde Sc 3.5.10 All All All

Application Kde Kde Sc 4.0.0 All All All

Application Kde Kde Sc 4.0.0 alpha1 All All

Application Kde Kde Sc 4.0.0 alpha2 All All

Application Kde Kde Sc 4.0.0 beta1 All All

Application Kde Kde Sc 4.0.0 beta2 All All

Application Kde Kde Sc 4.0.0 beta3 All All

Application Kde Kde Sc 4.0.0 beta4 All All

Application Kde Kde Sc 4.0.0 rc1 All All

Application Kde Kde Sc 4.0.0 rc2 All All

Application Kde Kde Sc 4.0.1 All All All

Application Kde Kde Sc 4.0.2 All All All

Application Kde Kde Sc 4.0.3 All All All

Application Kde Kde Sc 4.0.4 All All All

Application Kde Kde Sc 4.0.5 All All All

Application Kde Kde Sc 4.1.0 All All All

https://cve.report/
https://cve.report/CVE-2010-1511/mitre
https://cve.report/CVE-2010-1511/nist
https://cve.report/CVE-2010-1511/cve_org
https://cve.report/CVE-2010-1511.pdf
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc


Application Kde Kde Sc 4.1.0 All All All

Application Kde Kde Sc 4.1.0 alpha1 All All

Application Kde Kde Sc 4.1.0 beta1 All All

Application Kde Kde Sc 4.1.0 beta2 All All

Application Kde Kde Sc 4.1.0 rc All All

Application Kde Kde Sc 4.1.1 All All All

Application Kde Kde Sc 4.1.2 All All All

Application Kde Kde Sc 4.1.3 All All All

Application Kde Kde Sc 4.1.4 All All All

Application Kde Kde Sc 4.1.80 All All All

Application Kde Kde Sc 4.1.85 All All All

Application Kde Kde Sc 4.1.96 All All All

Application Kde Kde Sc 4.2 beta2 All All

Application Kde Kde Sc 4.2 rc All All

Application Kde Kde Sc 4.2.0 All All All

Application Kde Kde Sc 4.2.1 All All All

Application Kde Kde Sc 4.2.2 All All All

Application Kde Kde Sc 4.2.3 All All All

Application Kde Kde Sc 4.2.4 All All All

Application Kde Kde Sc 4.3.0 All All All

Application Kde Kde Sc 4.3.0 beta1 All All

Application Kde Kde Sc 4.3.0 beta3 All All

Application Kde Kde Sc 4.3.0 rc1 All All

Application Kde Kde Sc 4.3.0 rc2 All All

Application Kde Kde Sc 4.3.0 rc3 All All

Application Kde Kde Sc 4.3.1 All All All

Application Kde Kde Sc 4.3.2 All All All

Application Kde Kde Sc 4.3.3 All All All

Application Kde Kde Sc 4.3.4 All All All

Application Kde Kde Sc 4.3.5 All All All

Application Kde Kde Sc 4.4.0 All All All

Application Kde Kde Sc 4.4.0 beta1 All All

Application Kde Kde Sc 4.4.0 beta2 All All

Application Kde Kde Sc 4.4.0 rc1 All All

Application Kde Kde Sc 4.4.0 rc2 All All

Application Kde Kde Sc 4.4.0 rc3 All All
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Application Kde Kde Sc 4.4.1 All All All

Application Kde Kde Sc 4.4.2 All All All

Application Kde Kde Sc 4.4.3 All All All

Application Kde Kde Sc 2.2.0 All All All

Application Kde Kde Sc 3.5.10 All All All

Application Kde Kde Sc 4.0.0 All All All

Application Kde Kde Sc 4.0.0 alpha1 All All

Application Kde Kde Sc 4.0.0 alpha2 All All

Application Kde Kde Sc 4.0.0 beta1 All All

Application Kde Kde Sc 4.0.0 beta2 All All

Application Kde Kde Sc 4.0.0 beta3 All All

Application Kde Kde Sc 4.0.0 beta4 All All

Application Kde Kde Sc 4.0.0 rc1 All All

Application Kde Kde Sc 4.0.0 rc2 All All

Application Kde Kde Sc 4.0.1 All All All

Application Kde Kde Sc 4.0.2 All All All

Application Kde Kde Sc 4.0.3 All All All

Application Kde Kde Sc 4.0.4 All All All

Application Kde Kde Sc 4.0.5 All All All

Application Kde Kde Sc 4.1.0 All All All

Application Kde Kde Sc 4.1.0 alpha1 All All

Application Kde Kde Sc 4.1.0 beta1 All All

Application Kde Kde Sc 4.1.0 beta2 All All

Application Kde Kde Sc 4.1.0 rc All All

Application Kde Kde Sc 4.1.1 All All All

Application Kde Kde Sc 4.1.2 All All All

Application Kde Kde Sc 4.1.3 All All All

Application Kde Kde Sc 4.1.4 All All All

Application Kde Kde Sc 4.1.80 All All All

Application Kde Kde Sc 4.1.85 All All All

Application Kde Kde Sc 4.1.96 All All All

Application Kde Kde Sc 4.2 beta2 All All

Application Kde Kde Sc 4.2 rc All All

Application Kde Kde Sc 4.2.0 All All All

Application Kde Kde Sc 4.2.1 All All All

Application Kde Kde Sc 4.2.2 All All All
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Application Kde Kde Sc 4.2.2 All All All

Application Kde Kde Sc 4.2.3 All All All

Application Kde Kde Sc 4.2.4 All All All

Application Kde Kde Sc 4.3.0 All All All

Application Kde Kde Sc 4.3.0 beta1 All All

Application Kde Kde Sc 4.3.0 beta3 All All

Application Kde Kde Sc 4.3.0 rc1 All All

Application Kde Kde Sc 4.3.0 rc2 All All

Application Kde Kde Sc 4.3.0 rc3 All All

Application Kde Kde Sc 4.3.1 All All All

Application Kde Kde Sc 4.3.2 All All All

Application Kde Kde Sc 4.3.3 All All All

Application Kde Kde Sc 4.3.4 All All All

Application Kde Kde Sc 4.3.5 All All All

Application Kde Kde Sc 4.4.0 All All All

Application Kde Kde Sc 4.4.0 beta1 All All

Application Kde Kde Sc 4.4.0 beta2 All All

Application Kde Kde Sc 4.4.0 rc1 All All

Application Kde Kde Sc 4.4.0 rc2 All All

Application Kde Kde Sc 4.4.0 rc3 All All

Application Kde Kde Sc 4.4.1 All All All

Application Kde Kde Sc 4.4.2 All All All

Application Kde Kde Sc 4.4.3 All All All

Application Kde Kget 2.4.2 All All All

Application Kde Kget 2.4.2 All All All

References

Reference Source Link

Webmail | OVH- OVH VUPEN www.vupen.com

SecurityFocus BUGTRAQ www.securityfocus.com

KDE KGet Insecure File Operation and Directory Traversal - Advisories - Community SECUNIA secunia.com

Research - Community MISC secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

'[oss-security] KDENetwork vulnerabilities' - MARC MLIST marc.info

SecurityTracker.com Archives - KDE KGet Contains File Overwrite and Directory Traversal Bugs SECTRACK securitytracker.com

Webmail | OVH- OVH VUPEN www.vupen.com

http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kde_sc
http://cve.report/vendor/kde
http://cve.report/software/kde/kget
http://cve.report/vendor/kde
http://cve.report/software/kde/kget
http://www.vupen.com/english/advisories/2010/1144
http://www.securityfocus.com/archive/1/511294/100/0/threaded
http://secunia.com/advisories/39528
http://secunia.com/secunia_research/2010-70/
https://exchange.xforce.ibmcloud.com/vulnerabilities/58629
http://marc.info/?l=oss-security&m=127378789518426&w=2
http://securitytracker.com/id?1023984
http://www.vupen.com/english/advisories/2010/1142


KDE KGet Security Bypass and Directory Traversal Vulnerabilities BID www.securityfocus.com

[SECURITY] Fedora 12 Update: kdenetwork-4.4.5-4.fc12 FEDORA lists.fedoraproject.org

USN-938-1: KDENetwork vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Ubuntu update for kdenetwork - Advisories - Community SECUNIA secunia.com

Webmail | OVH- OVH VUPEN www.vupen.com

SecurityFocus BUGTRAQ www.securityfocus.com

www.kde.org/info/security/advisory-20100513-1.txt CONFIRM www.kde.org

64689 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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