VE-2010-151
Published on: 05/26/2010 12:00:00 AM UTC
Last Modified on: 08/23/2021 11:23:04 PM UTC

CVE-2010-1513

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMALNCRIPIAP Certain versions of Ziproxy from Daniel Mealha Cabrita contain the
’ following vulnerability:

Multiple integer overflows in src/image.c in Ziproxy before 3.0.1 allow

remote attackers to execute arbitrary code via (1) a large JPG image,

related to the jpg2bitmap function or (2) a large PNG image, related to
the png2bitmap function, leading to heap-based buffer overflows.

CVE-2010-1513 has been assigned by g PSIRT-CNA@flexerasoftware.com to track the vulnerability

CVSS2 Score: 6.8- MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description T Link

Ziproxy homepage Vendor Advisory {2) CONFIRM ziproxy.sourceforge.net/#news

ags
ziproxy.sourceforge.net
text/html

Research - Community ){ MISC secunia.com/secunia_research/2010-75/

text/html

SecurityFocus ) BUGTRAQ 20100524 Secunia Research: Ziproxy Two
Integer Overflow Vulnerabilities

Ziproxy Two Integer Overflow Vulnerabilities - Y SECUNIA 39941

Advisories - Community
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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https://cve.report/
https://cve.report/CVE-2010-1513/mitre
https://cve.report/CVE-2010-1513/nist
https://cve.report/CVE-2010-1513/cve_org
https://cve.report/CVE-2010-1513.pdf
http://cve.report/software/daniel_mealha_cabrita/ziproxy
http://cve.report/vendor/daniel_mealha_cabrita
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://ziproxy.sourceforge.net/#news
https://web.archive.org/web/2010/http://secunia.com/secunia_research/2010-75/
http://www.securityfocus.com/archive/1/511424/100/0/threaded
https://web.archive.org/web/2010/http://secunia.com/advisories/39941
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Daniel Mealha Cabrita Ziproxy 1.1 All All All
Application Daniel Mealha Cabrita Ziproxy 1.2 All All All
Application Daniel Mealha Cabrita Ziproxy 1.2 b All All
Application Daniel Mealha Cabrita Ziproxy 1.3 All All All
Application Daniel Mealha Cabrita Ziproxy 1.3 b All All
Application Daniel Mealha Cabrita Ziproxy 1.3 beta All All
Application Daniel Mealha Cabrita Ziproxy 1.3 c All All
Application Daniel Mealha Cabrita Ziproxy 1.3 d All All
Application Daniel Mealha Cabrita Ziproxy 1.4.0 All All All
Application Daniel Mealha Cabrita Ziproxy 1.5.0 All All All
Application Daniel Mealha Cabrita Ziproxy 1.5.1 All All All
Application Daniel Mealha Cabrita Ziproxy 1.5.2 All All All
Application Daniel Mealha Cabrita Ziproxy 1.9.0 All All All
Application Daniel Mealha Cabrita Ziproxy 2.0.0 All All All
Application Daniel Mealha Cabrita Ziproxy 2.1.0 All All All
Application Daniel Mealha Cabrita Ziproxy 211 All All All
Application Daniel Mealha Cabrita Ziproxy 2.2.0 All All All
Application Daniel Mealha Cabrita Ziproxy 221 All All All
Application Daniel Mealha Cabrita Ziproxy 222 All All All
Application Daniel Mealha Cabrita Ziproxy 2.3.0 All All All
Application Daniel Mealha Cabrita Ziproxy 2.35 beta All All
Application Daniel Mealha Cabrita Ziproxy 24.0 All All All
Application Daniel Mealha Cabrita Ziproxy 2.4.1 All All All
Application Daniel Mealha Cabrita Ziproxy 242 All All All
Application Daniel Mealha Cabrita Ziproxy 243 All All All
Application Daniel Mealha Cabrita Ziproxy 2438 beta All All
Application Daniel Mealha Cabrita Ziproxy 2.4.8 beta2 All All
Application Daniel Mealha Cabrita Ziproxy 2.5.0 All All All

Application Daniel Mealha Cabrita Ziproxy 2.5.1 All All All
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cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.1: " """

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.2:*:*:*:*:**:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.2:b:*:*:**:*:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.3:*:*:*:*:**:":

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.3:b:*:*:**:*:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.3:c:*:*:*:*:*:":

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.3:d:*:*:*:*:*:*:
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cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.4.0:*:*: "

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.5.0:*:* "

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.5.1:* % "

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.5.2:*:* "

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.9.0:*: """
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cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.0.0:*:*: "

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.1.0:*:*: "

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.1.1:**: "

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.2.0:*:*: "

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.2.1::*:* "

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.2.2:*:*:*:*:**:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.3.0:*:*:****:*:

dkak kR akuk.

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.3.5:beta:*:*:*:*:*:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.4.0:*:*:****:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.4.1:** "

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.4.2:*:*:*:*:**:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.4.3:*:* " " "

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.5.0:*:* " *:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.5.1:*: """

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.5.2::*:**:**:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.7.0:*: """

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.7.1:* % "

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.7.2:*:*: "

akakukakakuk.

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.7.9:beta:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.7.9:beta3:*:*:*:*:*:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:3.0.1:*:*: " %

coe:2.3:a:daniel mealha cabrita:zioroxv:1.1:*:*:****:*:



B e R L A

ARk kR kLR k.

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.2:*:*:**:**::

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.2:b:*:*:*:*:*:*:

ARk kR Rk k.

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.3:*:*:**:*:*::

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.3:b:*:*:**:*:*:

LRk kR kuk,

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.3:beta:*:*:*:*:*:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.3:c:*:*:**:*:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.3:d:*:*:*:*:*:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.4.0:*:*:* "

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.5.0:**:****:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.5.1:** "

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.5.2::* "> " "

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:1.9.0:*: "> **:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.0.0:*: "> *:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.1.0:*: """

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.1.1:: """

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.2.0:*: """

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.2.1:*: """

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.2.2:*: """

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.3.0:*: """

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.4.0:*: """

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.4.1:*:* "

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.4.2:*:*: """

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.4.3:*:*: " "

dkak Lk akukuk.

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.4.8:beta:*:*:*:*:*:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.5.0:*:*: " *:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.5.1:* """



cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.5.2:*:*:***:*:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.6.0:*:*:***:*:*:
cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.6.9:beta:*:*:*:*:*:*:
cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.6.9:beta2:*:*:*:*:*:*:
cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.7.0:*:*:* "
cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.7.1: "
cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.7.2:*:*:*:*:**:*:
cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.7.9:beta:*:*:*:*:*:*:
cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.7.9:beta2:*:*:*:*:*:*:
cpe:2.3:a:daniel_mealha_cabrita:ziproxy:2.7.9:beta3:*:*:*:*:*:*:

cpe:2.3:a:daniel_mealha_cabrita:ziproxy:3.0.1::* ">

No vendor comments have been submitted for this CVE
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