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CVE CVE-2010-1521
State PUBLIC
Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-30 18:30:00 UTC
Updated 2018-10-10 19:57:00 UTC
Description SQL injection vulnerability in include/classes/tzn_user.php in TaskFreak! Original multi user before 0.6.4 allows remote atta

/ |

1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Taskfreak Taskfreak! 0.1 All All All
Application Taskfreak Taskfreak! 0.1.2 All All All
Application Taskfreak Taskfreak! 0.1.3 All All All
Application Taskfreak Taskfreak! 0.1.4 All All All
Application Taskfreak Taskfreak! 0.2.0 All All All
Application Taskfreak Taskfreak! 0.2.1 All All All
Application Taskfreak Taskfreak! 0.2.2 All All All
Application Taskfreak Taskfreak! 0.3.0 All All All
Application Taskfreak Taskfreak! 0.3.1 All All All
Application Taskfreak Taskfreak! 0.3.2 All All All
Application Taskfreak Taskfreak! 0.4.0 All All All
Application Taskfreak Taskfreak! 0.4.1 All All All
Application Taskfreak Taskfreak! 0.4.2 All All All
Application Taskfreak Taskfreak! 0.5.0 All All All
Application Taskfreak Taskfreak! 0.5.1 All All All
Application Taskfreak Taskfreak! 0.5.2 All All All
Application Taskfreak Taskfreak! 0.5.3 All All All


https://cve.report/
https://cve.report/CVE-2010-1521/mitre
https://cve.report/CVE-2010-1521/nist
https://cve.report/CVE-2010-1521/cve_org
https://cve.report/api/cve/CVE-2010-1521.json
https://cve.report/CVE-2010-1521.pdf
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

Taskfreak!

0.5.4

0.5.5

0.5.6

0.5.7

0.6.0

0.6.1

0.6.2

All

0.1

0.2.0

0.2.1

0.2.2

0.3.0

0.3.1

0.3.2

0.4.0

0.4.1

0.4.2

0.5.0

0.5.1

0.5.2

0.5.3

0.5.4

0.5.5

0.5.6

0.5.7

0.6.0

0.6.1

0.6.2

All

0.1

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!
http://cve.report/vendor/taskfreak
http://cve.report/software/taskfreak/taskfreak!

Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!
Application Taskfreak Taskfreak!

0.1.4

0.2.0

0.2.1

0.2.2

0.3.0

0.3.1

0.3.2

0.4.0

0.4.1

0.4.2

0.5.0

0.5.1

0.5.2

0.5.3

0.5.4

0.5.5

0.5.6

0.5.7

0.6.0

0.6.1

0.6.2

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

TaskFreak! 'login.php' SQL Injection Vulnerability

65847

Research - Community
SecurityFocus

CVE Program record

NVD vulnerability detail

/

TaskFreak Cross-Site Scripting and SQL Injection Vulnerabilities - Advisories - Community

Original : Versions | TaskFreak! web based task manager and todo list, project management made easy

Source

SECUNIA

BID

CONFIRM

OoSvDB

MISC

BUGTRAQ

CVE.ORG

NVD

Link

secunia.com
www.securityfocus.cc
www.taskfreak.com
osvdb.org
secunia.com
www.securityfocus.cc

www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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