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Summary

CVE CVE-2010-1574

State PUBLISHED

Assigner cisco

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-07-08 18:30:00 UTC

Updated 2026-04-29 01:13:23 UTC

Description IOS 12.2(52)SE and 12.2(52)SE1 on Cisco Industrial Ethernet (IE) 3000 series switches has (1) a community name of public for RO access and (2) a community name of private for RW access, which makes it easier for remote attackers to modify the configuration or obtain potentially sensitive information via SNMP requests, aka Bug ID CSCtf25589.

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov

AV:N/AC:L/Au:N/C:C/I:C/A:C

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Industrial Ethernet 3000 All All All All

Operating System Cisco Ios 12.2\(52\)se All All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete
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Operating System Cisco Ios 12.2\(52\)se All All All

Operating System Cisco Ios 12.2\(52\)se1 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

SecurityTracker.com Archives - Cisco Industrial Ethernet 3000 Series Switch Default SNMP Credentials Let Remote Users Access the Device

Cisco Industrial Ethernet 3000 Series Switches Hardcoded SNMP Community Names Security Vulnerability

osvdb.org/66120

Cisco Security Advisory: Hard-Coded SNMP Community Names in Cisco Industrial Ethernet 3000 Series Switches Vulnerability - Cisco Systems

IBM X-Force Exchange

Webmail - OVH

Cisco Industrial Ethernet 3000 Hardcoded SNMP Community Names - Advisories - Community

US-CERT Vulnerability Note VU#732671

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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