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The Jetty ResourceHandler in Apache ActiveMQ 5.x before 5.3.2 and 5.4.x before 5.4.0 allows remote attackers to read JS
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apache Activemq 5.0.0 All All All
Apache Activemq 5.1.0 All All All
Apache Activemq 5.2.0 All All All
Apache Activemq 5.3.0 All All All
Apache Activemq 5.3.1 All All All
Apache Activemq 5.4-snapshot All All All
Apache Activemq 5.0.0 All All All
Apache Activemq 5.1.0 All All All
Apache Activemq 5.2.0 All All All
Apache Activemq 5.3.0 All All All
Apache Activemq 5.3.1 All All All
Apache Activemq 5.4-snapshot All All All
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NEOHAPSIS - Peace of Mind Through Integrity and Insight FULLDISC archives.neohapsis.com

Apache ActiveMQ Cross-Site Scripting and Source Code Disclosure - Advisories - Community SECUNIA  secunia.com Venc
64020 OSVDB www.osvdb.org Expl
Apache ActiveMQ Source Code Information Disclosure Vulnerability BID www.securityfocus.com
SecurityFocus BUGTRAQ www.securityfocus.com
CVE Program record CVE.ORG  www.cve.org canc
NVD vulnerability detail NVD nvd.nist.gov canc
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

997361 Java (Maven) Security Update for org.apache.activemgq:activemg-web-console (GHSA-v2¢9-9m8v-8jjm)
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