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Summary

CVE CVE-2010-1587

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-04-28 22:30:00 UTC

Updated 2018-10-10 19:57:00 UTC

Description The Jetty ResourceHandler in Apache ActiveMQ 5.x before 5.3.2 and 5.4.x before 5.4.0 allows remote attackers to read JSP source code via a // (slash slash) initial substring in a URI for (1) admin/index.jsp, (2) admin/queues.jsp, or (3) admin/topics.jsp.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Activemq 5.0.0 All All All

Application Apache Activemq 5.1.0 All All All

Application Apache Activemq 5.2.0 All All All

Application Apache Activemq 5.3.0 All All All

Application Apache Activemq 5.3.1 All All All

Application Apache Activemq 5.4-snapshot All All All

Application Apache Activemq 5.0.0 All All All

Application Apache Activemq 5.1.0 All All All

Application Apache Activemq 5.2.0 All All All

Application Apache Activemq 5.3.0 All All All

Application Apache Activemq 5.3.1 All All All

Application Apache Activemq 5.4-snapshot All All All

References

Reference Source Link Tags

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

404 Not Found CONFIRM issues.apache.org Patch
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NEOHAPSIS - Peace of Mind Through Integrity and Insight FULLDISC archives.neohapsis.com

Apache ActiveMQ Cross-Site Scripting and Source Code Disclosure - Advisories - Community SECUNIA secunia.com Vendor Advisory

64020 OSVDB www.osvdb.org Exploit

Apache ActiveMQ Source Code Information Disclosure Vulnerability BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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