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Summary

CVE CVE-2010-1612

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-04-29 19:30:00 UTC

Updated 2018-10-10 19:57:00 UTC

Description The IBM WebSphere DataPower XML Accelerator XA35, Low Latency Appliance XM70, Integration Appliance XI50, B2B Appliance XB60, and XML Security Gateway XS40 SOA Appliances before 3.8.0.0, when a QLOGIC Ethernet interface is used, allow remote attackers to cause a denial of service (interface outage) via malformed ICMP packets to the 0.0.0.0 destination IP address.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.1 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.2 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.3 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.4 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.5 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.6 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.7 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.8 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.9 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.8.0.0 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.8.0.1 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.8.0.2 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.8.0.3 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.8.0.4 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.1 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.2 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.3 All All All
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Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.3 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.4 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.5 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.6 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.7 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.8 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.7.3.9 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.8.0.0 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.8.0.1 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.8.0.2 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.8.0.3 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 3.8.0.4 All All All

Hardware Ibm Websphere Datapower B2b Appliance Xb60 All All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.2 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.1 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.2 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.3 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.4 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.5 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.6 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.7 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.8 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.9 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.8.0.0 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.8.0.1 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.8.0.2 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.8.0.4 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.8.03 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.2 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.1 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.2 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.3 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.4 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.5 All All All
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Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.6 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.7 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.8 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.7.3.9 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.8.0.0 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.8.0.1 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.8.0.2 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.8.0.4 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 3.8.03 All All All

Hardware Ibm Websphere Datapower Datapower Integration Appliance Xi50 All All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.1 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.2 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.3 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.4 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.5 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.6 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.7 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.8 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.9 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.8.0.0 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.8.0.1 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.8.0.2 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.8.0.3 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.8.0.4 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.1 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.2 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.3 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.4 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.5 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.6 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.7 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.8 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.7.3.9 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.8.0.0 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.8.0.1 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.8.0.2 All All All
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Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.8.0.2 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.8.0.3 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 3.8.0.4 All All All

Hardware Ibm Websphere Datapower Low Latency Appliance Xm70 All All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.2 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.1 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.2 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.3 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.4 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.5 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.6 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.7 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.8 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.9 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.8.0.0 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.8.0.1 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.8.0.2 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.8.0.3 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.8.0.4 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.2 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.1 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.2 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.3 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.4 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.5 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.6 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.7 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.8 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.7.3.9 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.8.0.0 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.8.0.1 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.8.0.2 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.8.0.3 All All All

Hardware Ibm Websphere Datapower Xml Accelerator Xa35 3.8.0.4 All All All
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