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Summary

CVE CVE-2010-1628

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-05-19 22:30:00 UTC

Updated 2018-10-10 19:57:00 UTC

Description Ghostscript 8.64, 8.70, and possibly other versions allows context-dependent attackers to execute arbitrary code via a PostScript file containing unlimited recursive procedure invocations, which trigger memory corruption in the stack of the interpreter.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Artifex Gpl Ghostscript 8.64 All All All

Application Artifex Gpl Ghostscript 8.70 All All All

Application Artifex Gpl Ghostscript 8.64 All All All

Application Artifex Gpl Ghostscript 8.70 All All All
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Bug #546009 “Multiple memory corruption vulnerabilities in Ghost...” : Bugs : ghostscript package : Ubuntu MISC bugs.launchpad.net

Ghostscript PostScript Infinite Recursion Remote Memory Corruption Vulnerability BID www.securityfocus.com

Webmail | OVH- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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