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Summary

CVE CVE-2010-1637

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-22 17:30:00 UTC

Updated 2012-02-14 03:55:00 UTC

Description The Mail Fetch plugin in SquirrelMail 1.4.20 and earlier allows remote authenticated users to bypass firewall restrictions and use SquirrelMail as a proxy to scan internal networks via a modified POP3 port number.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Squirrelmail Squirrelmail 0.1 All All All

Application Squirrelmail Squirrelmail 0.1.1 All All All

Application Squirrelmail Squirrelmail 0.1.2 All All All

Application Squirrelmail Squirrelmail 0.2 All All All

Application Squirrelmail Squirrelmail 0.2.1 All All All

Application Squirrelmail Squirrelmail 0.3 All All All

Application Squirrelmail Squirrelmail 0.3.1 All All All

Application Squirrelmail Squirrelmail 0.3pre1 All All All

Application Squirrelmail Squirrelmail 0.3pre2 All All All

Application Squirrelmail Squirrelmail 0.4 All All All

Application Squirrelmail Squirrelmail 0.4pre1 All All All

Application Squirrelmail Squirrelmail 0.4pre2 All All All

Application Squirrelmail Squirrelmail 0.5 All All All

Application Squirrelmail Squirrelmail 0.5pre1 All All All

Application Squirrelmail Squirrelmail 0.5pre2 All All All

Application Squirrelmail Squirrelmail 1.0 All All All

Application Squirrelmail Squirrelmail 1.0.1 All All All
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Application Squirrelmail Squirrelmail 1.0.1 All All All

Application Squirrelmail Squirrelmail 1.0.2 All All All

Application Squirrelmail Squirrelmail 1.0.3 All All All

Application Squirrelmail Squirrelmail 1.0.4 All All All

Application Squirrelmail Squirrelmail 1.0.5 All All All

Application Squirrelmail Squirrelmail 1.0.6 All All All

Application Squirrelmail Squirrelmail 1.0pre1 All All All

Application Squirrelmail Squirrelmail 1.0pre2 All All All

Application Squirrelmail Squirrelmail 1.0pre3 All All All

Application Squirrelmail Squirrelmail 1.1.0 All All All

Application Squirrelmail Squirrelmail 1.1.1 All All All

Application Squirrelmail Squirrelmail 1.1.2 All All All

Application Squirrelmail Squirrelmail 1.1.3 All All All

Application Squirrelmail Squirrelmail 1.2 All All All

Application Squirrelmail Squirrelmail 1.2.0 All All All

Application Squirrelmail Squirrelmail 1.2.0 rc3 All All

Application Squirrelmail Squirrelmail 1.2.1 All All All

Application Squirrelmail Squirrelmail 1.2.10 All All All

Application Squirrelmail Squirrelmail 1.2.11 All All All

Application Squirrelmail Squirrelmail 1.2.2 All All All

Application Squirrelmail Squirrelmail 1.2.3 All All All

Application Squirrelmail Squirrelmail 1.2.4 All All All

Application Squirrelmail Squirrelmail 1.2.5 All All All

Application Squirrelmail Squirrelmail 1.2.6 All All All

Application Squirrelmail Squirrelmail 1.2.6 rc1 All All

Application Squirrelmail Squirrelmail 1.2.7 All All All

Application Squirrelmail Squirrelmail 1.2.8 All All All

Application Squirrelmail Squirrelmail 1.2.9 All All All

Application Squirrelmail Squirrelmail 1.3.0 All All All

Application Squirrelmail Squirrelmail 1.3.1 All All All

Application Squirrelmail Squirrelmail 1.3.2 All All All

Application Squirrelmail Squirrelmail 1.4 All All All

Application Squirrelmail Squirrelmail 1.4 rc1 All All

Application Squirrelmail Squirrelmail 1.4.0 All All All

Application Squirrelmail Squirrelmail 1.4.0 rc1 All All

Application Squirrelmail Squirrelmail 1.4.0 rc2a All All
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Application Squirrelmail Squirrelmail 1.4.0-r1 All All All

Application Squirrelmail Squirrelmail 1.4.1 All All All

Application Squirrelmail Squirrelmail 1.4.10 All All All

Application Squirrelmail Squirrelmail 1.4.10a All All All

Application Squirrelmail Squirrelmail 1.4.11 All All All

Application Squirrelmail Squirrelmail 1.4.12 All All All

Application Squirrelmail Squirrelmail 1.4.13 All All All

Application Squirrelmail Squirrelmail 1.4.15 All All All

Application Squirrelmail Squirrelmail 1.4.15 rc1 All All

Application Squirrelmail Squirrelmail 1.4.16 All All All

Application Squirrelmail Squirrelmail 1.4.17 All All All

Application Squirrelmail Squirrelmail 1.4.18 All All All

Application Squirrelmail Squirrelmail 1.4.19 All All All

Application Squirrelmail Squirrelmail 1.4.2 All All All

Application Squirrelmail Squirrelmail 1.4.2-r1 All All All

Application Squirrelmail Squirrelmail 1.4.2-r2 All All All

Application Squirrelmail Squirrelmail 1.4.2-r3 All All All

Application Squirrelmail Squirrelmail 1.4.2-r4 All All All

Application Squirrelmail Squirrelmail 1.4.2-r5 All All All

Application Squirrelmail Squirrelmail 1.4.3 All All All

Application Squirrelmail Squirrelmail 1.4.3 r3 All All

Application Squirrelmail Squirrelmail 1.4.3 rc1 All All

Application Squirrelmail Squirrelmail 1.4.3a All All All

Application Squirrelmail Squirrelmail 1.4.3aa All All All

Application Squirrelmail Squirrelmail 1.4.4 All All All

Application Squirrelmail Squirrelmail 1.4.4 rc1 All All

Application Squirrelmail Squirrelmail 1.4.4_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.5 All All All

Application Squirrelmail Squirrelmail 1.4.5 rc1 All All

Application Squirrelmail Squirrelmail 1.4.6 All All All

Application Squirrelmail Squirrelmail 1.4.6 rc1 All All

Application Squirrelmail Squirrelmail 1.4.7 All All All

Application Squirrelmail Squirrelmail 1.4.8 All All All

Application Squirrelmail Squirrelmail 1.4.8.4fc6 All All All

Application Squirrelmail Squirrelmail 1.4.9 All All All

Application Squirrelmail Squirrelmail 1.4.9a All All All
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Application Squirrelmail Squirrelmail 1.4.9a All All All

Application Squirrelmail Squirrelmail 1.44 All All All

Application Squirrelmail Squirrelmail 0.1 All All All

Application Squirrelmail Squirrelmail 0.1.1 All All All

Application Squirrelmail Squirrelmail 0.1.2 All All All

Application Squirrelmail Squirrelmail 0.2 All All All

Application Squirrelmail Squirrelmail 0.2.1 All All All

Application Squirrelmail Squirrelmail 0.3 All All All

Application Squirrelmail Squirrelmail 0.3.1 All All All

Application Squirrelmail Squirrelmail 0.3pre1 All All All

Application Squirrelmail Squirrelmail 0.3pre2 All All All

Application Squirrelmail Squirrelmail 0.4 All All All

Application Squirrelmail Squirrelmail 0.4pre1 All All All

Application Squirrelmail Squirrelmail 0.4pre2 All All All

Application Squirrelmail Squirrelmail 0.5 All All All

Application Squirrelmail Squirrelmail 0.5pre1 All All All

Application Squirrelmail Squirrelmail 0.5pre2 All All All

Application Squirrelmail Squirrelmail 1.0 All All All

Application Squirrelmail Squirrelmail 1.0.1 All All All

Application Squirrelmail Squirrelmail 1.0.2 All All All

Application Squirrelmail Squirrelmail 1.0.3 All All All

Application Squirrelmail Squirrelmail 1.0.4 All All All

Application Squirrelmail Squirrelmail 1.0.5 All All All

Application Squirrelmail Squirrelmail 1.0.6 All All All

Application Squirrelmail Squirrelmail 1.0pre1 All All All

Application Squirrelmail Squirrelmail 1.0pre2 All All All

Application Squirrelmail Squirrelmail 1.0pre3 All All All

Application Squirrelmail Squirrelmail 1.1.0 All All All

Application Squirrelmail Squirrelmail 1.1.1 All All All

Application Squirrelmail Squirrelmail 1.1.2 All All All

Application Squirrelmail Squirrelmail 1.1.3 All All All

Application Squirrelmail Squirrelmail 1.2 All All All

Application Squirrelmail Squirrelmail 1.2.0 All All All

Application Squirrelmail Squirrelmail 1.2.0 rc3 All All

Application Squirrelmail Squirrelmail 1.2.1 All All All

Application Squirrelmail Squirrelmail 1.2.10 All All All

http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail


Application Squirrelmail Squirrelmail 1.2.11 All All All

Application Squirrelmail Squirrelmail 1.2.2 All All All

Application Squirrelmail Squirrelmail 1.2.3 All All All

Application Squirrelmail Squirrelmail 1.2.4 All All All

Application Squirrelmail Squirrelmail 1.2.5 All All All

Application Squirrelmail Squirrelmail 1.2.6 All All All

Application Squirrelmail Squirrelmail 1.2.6 rc1 All All

Application Squirrelmail Squirrelmail 1.2.7 All All All

Application Squirrelmail Squirrelmail 1.2.8 All All All

Application Squirrelmail Squirrelmail 1.2.9 All All All

Application Squirrelmail Squirrelmail 1.3.0 All All All

Application Squirrelmail Squirrelmail 1.3.1 All All All

Application Squirrelmail Squirrelmail 1.3.2 All All All

Application Squirrelmail Squirrelmail 1.4 All All All

Application Squirrelmail Squirrelmail 1.4 rc1 All All

Application Squirrelmail Squirrelmail 1.4.0 All All All

Application Squirrelmail Squirrelmail 1.4.0 rc1 All All

Application Squirrelmail Squirrelmail 1.4.0 rc2a All All

Application Squirrelmail Squirrelmail 1.4.0-r1 All All All

Application Squirrelmail Squirrelmail 1.4.1 All All All

Application Squirrelmail Squirrelmail 1.4.10 All All All

Application Squirrelmail Squirrelmail 1.4.10a All All All

Application Squirrelmail Squirrelmail 1.4.11 All All All

Application Squirrelmail Squirrelmail 1.4.12 All All All

Application Squirrelmail Squirrelmail 1.4.13 All All All

Application Squirrelmail Squirrelmail 1.4.15 All All All

Application Squirrelmail Squirrelmail 1.4.15 rc1 All All

Application Squirrelmail Squirrelmail 1.4.16 All All All

Application Squirrelmail Squirrelmail 1.4.17 All All All

Application Squirrelmail Squirrelmail 1.4.18 All All All

Application Squirrelmail Squirrelmail 1.4.19 All All All

Application Squirrelmail Squirrelmail 1.4.2 All All All

Application Squirrelmail Squirrelmail 1.4.2-r1 All All All

Application Squirrelmail Squirrelmail 1.4.2-r2 All All All

Application Squirrelmail Squirrelmail 1.4.2-r3 All All All
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Application Squirrelmail Squirrelmail 1.4.2-r4 All All All

Application Squirrelmail Squirrelmail 1.4.2-r5 All All All

Application Squirrelmail Squirrelmail 1.4.3 All All All

Application Squirrelmail Squirrelmail 1.4.3 r3 All All

Application Squirrelmail Squirrelmail 1.4.3 rc1 All All

Application Squirrelmail Squirrelmail 1.4.3a All All All

Application Squirrelmail Squirrelmail 1.4.3aa All All All

Application Squirrelmail Squirrelmail 1.4.4 All All All

Application Squirrelmail Squirrelmail 1.4.4 rc1 All All

Application Squirrelmail Squirrelmail 1.4.4_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.5 All All All

Application Squirrelmail Squirrelmail 1.4.5 rc1 All All

Application Squirrelmail Squirrelmail 1.4.6 All All All

Application Squirrelmail Squirrelmail 1.4.6 rc1 All All

Application Squirrelmail Squirrelmail 1.4.7 All All All

Application Squirrelmail Squirrelmail 1.4.8 All All All

Application Squirrelmail Squirrelmail 1.4.8.4fc6 All All All

Application Squirrelmail Squirrelmail 1.4.9 All All All

Application Squirrelmail Squirrelmail 1.4.9a All All All

Application Squirrelmail Squirrelmail 1.44 All All All

Application Squirrelmail Squirrelmail All All All All
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