CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2010-1639

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2010-1639

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2010-05-26 18:30:00 UTC

2023-02-13 04:19:00 UTC

The cli_pdf function in libclamav/pdf.c in ClamAV before 0.96.1 allows remote attackers to cause a denial of service (crash)

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Clamav Clamav 0.01 All All All
Clamav Clamav 0.02 All All All
Clamav Clamav 0.03 All All All
Clamav Clamav 0.05 All All All
Clamav Clamav 0.10 All All All
Clamav Clamav 0.12 All All All
Clamav Clamav 0.13 All All All
Clamav Clamav 0.14 All All All
Clamav Clamav 0.14 pre All All
Clamav Clamav 0.15 All All All
Clamav Clamav 0.20 All All All
Clamav Clamav 0.21 All All All
Clamav Clamav 0.22 All All All
Clamav Clamav 0.23 All All All
Clamav Clamav 0.24 All All All
Clamav Clamav 0.3 All All All
Clamav Clamav 0.51 All All All
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Application Clamav Clamav 0.90 All All All

Application Clamav Clamav 0.90 rcl All All

Application Clamav Clamav 0.90 rc1.d All All

Application Clamav Clamav 0.90 rc2 All All

Application Clamav Clamav 0.90 rc3 All All

Application Clamav Clamav 0.90.1 All All All

Application Clamav Clamav 0.90.2 All All All

Application Clamav Clamav 0.91 All All All

Application Clamav Clamav 0.91 rcl All All

Application Clamav Clamav 0.91 rc2 All All

Application Clamav Clamav 0.91.1 All All All

Application Clamav Clamav 0.91.2 All All All

Application Clamav Clamav 0.92 All All All

Application Clamav Clamav 0.92.1 All All All

Application Clamav Clamav 0.93 All All All

Application Clamav Clamav 0.93.1 All All All

Application Clamav Clamav 0.93.2 All All All

Application Clamav Clamav 0.93.3 All All All

Application Clamav Clamav 0.94 All All All

Application Clamav Clamav 0.94.1 All All All

Application Clamav Clamav 0.94.2 All All All

Application Clamav Clamav 0.95 All All All

Application Clamav Clamav 0.95 rcl All All

Application Clamav Clamav 0.95 rc2 All All

Application Clamav Clamav 0.95.1 All All All

Application Clamav Clamav 0.95.2 All All All

Application Clamav Clamav 0.95.3 All All All

Application Clamav Clamav 0.96 rcl All All

Application Clamav Clamav 0.96 rc2 All All

Reference Source Link
[SECURITY] Fedora 14 Update: clamav-0.97-1400.fc14 FEDORA lists.fedoraproje
[security-announce] SUSE Security Summary Report: SUSE-SR:2010:014 SUSE lists.opensuse.c
Fedora update for clamav - Secunia.com SECUNIA secunia.com
git.clamav.net Git - clamav-devel.git’commitdiff CONFIRM git.clamav.net
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ClamAV Two Denial of Service Vulnerabilities - Advisories - Community SECUNIA secunia.com

Bug 2016 — pdf crash CONFIRM wwws.clamav.n
[SECURITY] Fedora 13 Update: clamav-0.97-1300.fc13 FEDORA lists.fedoraproje
Support / Security / Advisories / / MDVSA-2010:110 | Mandriva MANDRIVA  www.mandriva.:
git.clamav.net Git - clamav-devel.git/commitdiff MISC git.clamav.net

ClamAV 'cli_pdf()' PDF File Processing Denial Of Service Vulnerability BID www.securityfoc
IBM X-Force Exchange XF exchange.xforct
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWW.vupen.con

SecurityTracker.com Archives - Clam AntiVirus PDF File Processing Error Lets Remote Users Deny Service SECTRACK www.securitytra
CVE Program record CVE.ORG WWW.Cve.org

NVD vulnerability detail NVD nvd.nist.gov
bl ‘ H:E:

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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