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CVE CVE-2010-1641
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-01 20:30:00 UTC
Updated 2023-02-13 04:19:00 UTC
Description The do_gfs2_set_flags function in fs/gfs2/file.c in the Linux kernel before 2.6.34-git10 does not verify the ownership of a file

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 2.6.0 All All All
Operating System Linux Linux Kernel 2.6.1 All All All
Operating System Linux Linux Kernel 2.6.10 All All All
Operating System Linux Linux Kernel 2.6.11 All All All
Operating System Linux Linux Kernel 2.6.11.1 All All All
Operating System Linux Linux Kernel 2.6.11.10 All All All
Operating System Linux Linux Kernel 2.6.11.11 All All All
Operating System Linux Linux Kernel 2.6.11.12 All All All
Operating System Linux Linux Kernel 2.6.11.2 All All All
Operating System Linux Linux Kernel 2.6.11.3 All All All
Operating System Linux Linux Kernel 2.6.11.4 All All All
Operating System Linux Linux Kernel 2.6.11.5 All All All
Operating System Linux Linux Kernel 2.6.11.6 All All All
Operating System Linux Linux Kernel 2.6.11.7 All All All
Operating System Linux Linux Kernel 2.6.11.8 All All All
Operating System Linux Linux Kernel 2.6.11.9 All All All
Operating System Linux Linux Kernel 2.6.12 All All All
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Upeiduiy oysieli Lilux LIUX netel £.0.04 Y A Al
Operating System Linux Linux Kernel 2.6.34 gits All All
Operating System Linux Linux Kernel 2.6.34 git6 All All
Operating System Linux Linux Kernel 2.6.34 qgit7 All All
Operating System Linux Linux Kernel 2.6.34 git8 All All
Operating System Linux Linux Kernel 2.6.34 rci All All
Operating System Linux Linux Kernel 2.6.34 rc2 All All
Operating System Linux Linux Kernel 2.6.34 rc3 All All
Operating System Linux Linux Kernel 2.6.34 rc4 All All
Operating System Linux Linux Kernel 2.6.34 rch All All
Operating System Linux Linux Kernel 2.6.34 rcé All All
Operating System Linux Linux Kernel 2.6.34 rc7 All All
Operating System Linux Linux Kernel 2.6.4 All All All
Operating System Linux Linux Kernel 2.6.5 All All All
Operating System Linux Linux Kernel 2.6.6 All All All
Operating System Linux Linux Kernel 2.6.7 All All All
Operating System Linux Linux Kernel 2.6.8 All All All
Operating System Linux Linux Kernel 2.6.8.1 All All All
Operating System Linux Linux Kernel 2.6.9 All All All
Operating System Linux Linux Kernel All git9 All All
Reference Source Link
IBM X-Force Exchange XF exchange.xforce.ibmcloud.cor
kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM  git.kernel.org
[Cluster-devel] [PATCH 3/3] GFS2: Fix permissions checking for setflags MLIST www.redhat.com
SecurityFocus BUGTRAQ www.securityfocus.com
VMSA-2011-0003 CONFIRM  www.vmware.com
Security Advisory SA40645 - SUSE update for kernel - Secunia SECUNIA  secunia.com
oss-security - CVE request - kernel: GFS2: The setflags ioctl() doesn't check file ownership MLIST www.openwall.com
oss-security - Re: CVE request - kernel: GFS2: The setflags ioctl() doesn't check file ownership  MLIST www.openwall.com
Repository / Oval Repository OVAL oval.cisecurity.org
Linux Kernel GFS2 File Attribute Security Bypass Vulnerability BID www.securityfocus.com
kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org
[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20 SUSE lists.opensuse.org
404: File not found CONFIRM  www.kernel.org
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http://cve.report/software/linux/linux_kernel
https://exchange.xforce.ibmcloud.com/vulnerabilities/58926
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=7df0e0397b9a18358573274db9fdab991941062f
https://www.redhat.com/archives/cluster-devel/2010-May/msg00049.html
http://www.securityfocus.com/archive/1/516397/100/0/threaded
http://www.vmware.com/security/advisories/VMSA-2011-0003.html
http://secunia.com/advisories/40645
http://www.openwall.com/lists/oss-security/2010/05/25/1
http://www.openwall.com/lists/oss-security/2010/05/26/1
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9916
http://www.securityfocus.com/bid/40356
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=7df0e0397b9a18358573274db9fdab991941062f
http://lists.opensuse.org/opensuse-security-announce/2010-07/msg00006.html
http://www.kernel.org/pub/linux/kernel/v2.6/snapshots/incr/patch-2.6.34-git9-git10.bz2

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20 SUSE
VMware ESX Server Multiple Kernel Vulnerabilities - Advisories - Community SECUNIA
oss-security - Re: CVE request - kernel: GFS2: The setflags ioctl() doesn't check file ownership  MLIST

Bug 595579 — CVE-2010-1641 kernel: GFS2: The setflags ioctl() doesn't check file ownership CONFIRM

Webmail - OVH VUPEN
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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lists.opensuse.org
secunia.com
www.openwall.com
bugzilla.redhat.com
www.vupen.com
WWW.cve.org

nvd.nist.gov

| 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


http://lists.opensuse.org/opensuse-security-announce/2010-08/msg00000.html
http://secunia.com/advisories/43315
http://www.openwall.com/lists/oss-security/2010/05/25/12
https://bugzilla.redhat.com/show_bug.cgi?id=595579
http://www.vupen.com/english/advisories/2010/1857
https://www.cve.org/CVERecord?id=CVE-2010-1641
https://nvd.nist.gov/vuln/detail/CVE-2010-1641
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2010-1641
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


