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AV-NIAC:LIAU:NIC:P/LP/AP Certain versions of Chrome from Google contain the foIIowing

vectors.

vulnerability:

Google Chrome before 4.1.249.1064 does not properly handle fonts,
which allows remote attackers to cause a denial of service (memory
corruption) and possibly have unspecified other impact via unknown

CVE-2010-1665 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access
Vector

NETWORK

Confidentiality
Impact

Access Authentication
Complexity

Low [NONE
Integrity Availability
Impact Impact

CVE References

Description

Issue 42294 - chromium -
WebCore::FontFallbackList::determinePitch
memory corruption
(Ob4c05aab686a31bc4954a5bd6bae27b) -
Project Hosting on Google Code

About Secunia Research | Flexera

Google Chrome Releases: Stable Update: Bug
and Security Fixes

Webmail : Solution de messagerie
professionnelle - OVHcloud- OVH

Tags Link

© CONFIRM

code.google.com/p/chromium/issues/detail?
id=42294

Vendor Advisory { SECUNIA 39651
web.archive.org
text/html

Vendor Advisory & CONFIRM
R E G e e s e googlechromereleases.blogspot.com/2010/04/stable-
text/html update-bug-and-security-fixes.html

Vendor Advisory (%) VUPEN ADV-2010-1016

I "I Il


https://cve.report/
https://cve.report/CVE-2010-1665/mitre
https://cve.report/CVE-2010-1665/nist
https://cve.report/CVE-2010-1665/cve_org
https://cve.report/CVE-2010-1665.pdf
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://code.google.com/p/chromium/issues/detail?id=42294
https://web.archive.org/web/2010/http://secunia.com/advisories/39651
http://googlechromereleases.blogspot.com/2010/04/stable-update-bug-and-security-fixes.html
http://www.vupen.com/english/advisories/2010/1016

Webmail : Solution de messagerie
professionnelle - OVHcloud- OVH

(3 VUPEN ADV-2010-2722

Ubuntu update for webkit - Secunia.com Y SECUNIA 41856

text/html

Webmail : Solution de messagerie
professionnelle - OVHcloud- OVH text/html

(2 VUPEN ADV-2011-0552

USN-1006-1: WebKit vulnerabilities | Ubuntu ® UBUNTU USN-1006-1

text/html

Support / Security / Advisories / / MDVSA- & MANDRIVA MDVSA-2011:039
2011:039 | Mandriva

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:7034

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Google Chrome 0.2.149.27 All All All
Application Google Chrome 0.2.149.29 All All All
Application Google Chrome 0.2.149.30 All All All
Application Google Chrome 0.2.152.1 All All All
Application Google Chrome 0.2.153.1 All All All
Application Google Chrome 0.3.154.0 All All All
Application Google Chrome 0.3.154.3 All All All
Application Google Chrome 0.4.154.18 All All All
Application Google Chrome 0.4.154.22 All All All
Application Google Chrome 0.4.154.31 All All All
Application Google Chrome 0.4.154.33 All All All
Application Google Chrome 1.0.154.36 All All All
Application Google Chrome 1.0.154.39 All All All
Application Google Chrome 1.0.154.42 All All All
Application Google Chrome 1.0.154.43 All All All
Application Google Chrome 1.0.154.46 All All All
Application Google Chrome 1.0.154.48 All All All
Application Google Chrome 1.0.154.52 All All All
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Application Google Chrome

Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome

cpe:2.3:a:google:chrome:0.2.152.1: % ":*:

aKLk LKLk LKL KLk,

cpe:2.3:a:google:chrome:0.2.153.1: % "™

cpe:2.3:a:google:chrome:0.3.154.0:": 7 ":*:

akLk LKLk LK LK LK,

cpe:2.3:a:google:chrome:0.3.154 .3:":* 7 *:*:

dkukakkakakak.

cpe:2.3:a:google:chrome:0.4.154 .18 " *:*:

dkakakkakakak.

cpe:2.3:a:google:chrome:1.0.154.36:*:*:*:*:*:*:*:

4.1.249.1042

4.1.249.1045

4.1.249.1046

4.1.249.1047

4.1.249.1048

4.1.249.1049

4.1.249.1050

4.1.249.1051

4.1.249.1052

4.1.249.1053

4.1.249.1054

4.1.249.1055
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4.1.249.1058

4.1.249.1059
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dkakak kR akak.

cpe:2.3:a:google:chrome:1.0.154.39:***:*:*:*:

Lk Lk ak kR kR,

cpe:2.3:a:google:chrome:1.0.154.42:*****:*:*:

LRk kR Lk akak.

cpe:2.3:a:google:chrome:1.0.154.43::*****:*:

dk Kk kR akak.

cpe:2.3:a:google:chrome:1.0.154.46::**:***:*:

dkak kR ok akak.

cpe:2.3:a:google:chrome:1.0.154.52:*****:*:

dkak kR ok akak.

cpe:2.3:a:google:chrome:1.0.154.53:****:*:*:

LRk kR akakak.

cpe:2.3:a:google:chrome:1.0.154.59:****:*:*:

dk Rk kR ok ak,

cpe:2.3:a:google:chrome:1.0.154.64:*:*:**:*:*:

KKk kKKK,

cpe:2.3:a:google:chrome:2.0.156.1: %" ":*:
cpe:2.3:a:google:chrome:2.0.157.0: "%
cpe:2.3:a:google:chrome:2.0.157.2:%:* " ":*:
cpe:2.3:a:google:chrome:2.0.158.0:*:* " ":*:
cpe:2.3:a:google:chrome:2.0.159.0:*: % ":*:
cpe:2.3:a:google:chrome:2.0.169.0:":*:**:":*:

cpe:2.3:a:google:chrome:2.0.169.1:":*:*:* " ":*:

cpe:2.3:a:google:chrome:2.0.170.0:": """

dkkakkakakak.

cpe:2.3:a:google:chrome:2.0.172.30:*: " *:*:

dkkakkakakak.

cpe:2.3:a:google:chrome:2.0.172.31 "%



cpe:z.3:a:google:chrome:3.0.182.2:" """

cpe:2.3:a:google:chrome:3.0.190.2:*:**:**:*:*:

KRk akukuk.

cpe:2.3:a:google:chrome:3.0.193.2:beta:*:*:*:*:*:*:

Kk kKKK Lk,

cpe:2.3:a:google:chrome:3.0.195.2: " :™:

LRk kR ok akak.

cpe:2.3:a:google:chrome:3.0.195.21 :*****:*:*:

LRk kR akakak.

cpe:2.3:a:google:chrome:3.0.195.25:****:*:*:

LRk ak kR akak.

cpe:2.3:a:google:chrome:3.0.195.27:**:**:*:*:

dkakakak ok akak.

cpe:2.3:a:google:chrome:3.0.195.32::*:*:**:*:*:

dkakak kR akak.

cpe:2.3:a:google:chrome:3.0.195.33: 1 :**:*:*:

dkukakakakakak.

cpe:2.3:a:google:chrome:4.1.249.1010: " "™

dkukakakakakak.

cpe:2.3:a:google:chrome:4.1.249.101 1 " ™

dkkakakakakak.

cpe:2.3:a:google:chrome:4.1.249.1012:*:*:* "™

dkakakukakakak.

cpe:2.3:a:google:chrome:4.1.249.1013: "™

dkukakkkakak.

cpe:2.3:a:google:chrome:4.1.249.1014: % ™

dkkakkkakak.

cpe:2.3:a:google:chrome:4.1.249.1015: " ™

dkkak Lk akakak.

cpe:2.3:a:google:chrome:4.1.249.1017: %% ™



Sk Lk ak Lk kakak.

cpe:2.3:a:google:chrome:4.1.249.1019:*:****:*:*:

Sk Lk k Lk akakak.

cpe:2.3:a:google:chrome:4.1.249.1020:*:*:*:**:*:*:

LRk kR Lk akak.

cpe:2.3:a:google:chrome:4.1.249.1024::*:*:**:*:*:

Lk Rk kR akak.

cpe:2.3:a:google:chrome:4.1.249.1025::**:**:*:*:

Sk Lk ak kR akak,

cpe:2.3:a:google:chrome:4.1.249.1026:*:*:*:**:*:*:

Sk Kk kR akak.

cpe:2.3:a:google:chrome:4.1.249.1027::*:*:**:*:*:

dkukakukakakak.

cpe:2.3:a:google:chrome:4.1.249.1048: " **:*:

dkukakkukakuk.

cpe:2.3:a:google:chrome:4.1.249.1049: "

dkukakkakakuk.

cpe:2.3:a:google:chrome:4.1.249.1050: " :*:*:

dkkakkakakak.

cpe:2.3:a:google:chrome:4.1.249.1051 """

dk Lk akukkakak.

cpe:2.3:a:google:chrome:4.1.249.1052:*:****:*:*:



dk Lk akk Lk akak.

cpe:2.3:a:google:chrome:4.1.249.1053: % :*:

dkk Lk k Lk akuk.

cpe:2.3:a:google:chrome:4.1.249.1054 %% ***:*:

dkk ok k Lk akak.

cpe:2.3:a:google:chrome:4.1.249.1055:****:*:*:

SRk akkakakak.

cpe:2.3:a:google:chrome:4.1.249.1056:™:*:*:**:*:*:

LRk kR ok akak.

cpe:2.3:a:google:chrome:4.1.249.1060:*:*:*:**:*:*:

Wk Rk kR ok ak.

cpe:2.3:a:google:chrome:4.1.249.1061:**:*:**:*:*:

cpe:2.3:a:google:chrome:0.2.152.1:*:* "%

cpe:2.3:a:google:chrome:0.2.153.1: """

cpe:2.3:a:google:chrome:0.3.154.0:" " ™

cpe:2.3:a:google:chrome:0.3.154.3:" " ™

R

cpe:2.3:a:google:chrome:1.0.154.39:*:***:*:*:*:

dkkakkakakuk.

cpe:2.3:a:google:chrome:1.0.154.42:*:* = *:*:*:

dkkakkakakak.

cpe:2.3:a:google:chrome:1.0.154.43::* =" *:*:

dkkak Lk akakak.

cpe:2.3:a:google:chrome:1.0.154.46:*:* " *:*:

dkakakk ok akuk.

cpe:2.3:a:google:chrome:1.0.154.52:*****:*:*:

dkakakak ok akak.

cpe:2.3:a:google:chrome:1.0.154 .53 *:*:*:



dk Kk kR Rk,

cpe:2.3:a:google:chrome:1.0.154.59:*****:**:

dkuk kR ok akuk.

cpe:2.3:a:google:chrome:1.0.154.64:****:*:*:*:

LRk kR ok akak.

cpe:2.3:a:google:chrome:1.0.154.65::*:*:**:*:*:

Kk kKK kLK,

cpe:2.3:a:google:chrome:2.0.156.1 " " ™

Kk ok KKKk,

cpe:2.3:a:google:chrome:2.0.157.0:" " ™

cpe:2.3:a:google:chrome:2.0.157.2:* " :™:

Kk kKK kK,

cpe:2.3:a:google:chrome:2.0.158.0:*:*:*:**:*:*:

cpe:2.3:a:google:chrome:2.0.159.0:**:***:*:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:2.0.169.0:*:*:*:***:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:2.0.169.1:*** " **:*:

cpe:2.3:a:google:chrome:2.0.170.0:" "%

cpe:2.3:a:google:chrome:2.0.172.8:*:* " ":*:

akLk kLK LK LKLk,

cpe:2.3:a:google:chrome:3.0.182.2:*:* ™ *:*:

cpe:2.3:a:google:chrome:3.0.190.2:*:*:*:**:*:*:

akak Lk akakuk.

cpe:2.3:a:google:chrome:3.0.193.2:beta:*:*:*:*:*:*:

akLk kKKK Lk,

cpe:2.3:a:google:chrome:3.0.195.2:%:* 7 :*:*:

R

cpe:2.3:a:google:chrome:3.0.195.21 " *:*:

dkakakak ok akak.

cpe:2.3:a:google:chrome:3.0.195.25:****:*:*:*:



LRk kR ok kR,

cpe:2.3:a:google:chrome:3.0.195.32:***:*:*:*:*:

dkk kR ok akak.

cpe:2.3:a:google:chrome:3.0.195.33::****:*:*:

LRk kR Rk k.

cpe:2.3:a:google:chrome:3.0.195.36:: " :*:*:

dkuk kR Rk k.

cpe:2.3:a:google:chrome:3.0.195.37:*****:*:*:

dkak kR akak.

cpe:2.3:a:google:chrome:4.1:beta:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:4.1.249.0:* " :*:

WKk ak kR akak.

cpe:2.3:a:google:chrome:4.1.249.1001 :*:*: 7 :*:

Sk Kk kR akak.

cpe:2.3:a:google:chrome:4.1.249.1004:*:*:*:**:*:*:

dkukakukakakak.

cpe:2.3:a:google:chrome:4.1.249.1019:™ " "™

dkukakkakakak.

cpe:2.3:a:google:chrome:4.1.249.1020: " "™

dkukak ok kakak.

cpe:2.3:a:google:chrome:4.1.249.1021 " "™

dkukakkakakak.

cpe:2.3:a:google:chrome:4.1.249.1022;*:*****:*:

dkukakkakakak.

cpe:2.3:a:google:chrome:4.1.249.1023: " "™



R i e R

dkuk ok ukakakak.

cpe:2.3:a:google:chrome:4.1.249.1025:*:****:*:*:

Sk Lk k kR akuk.

cpe:2.3:a:google:chrome:4.1.249.1026:*:*:*:*:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:4.1.249.1027::**:***:*:

sk Lk k Lk akakak.

cpe:2.3:a:google:chrome:4.1.249.1028:*:*:*:**:*:*:

LRk ak kR akak.

cpe:2.3:a:google:chrome:4.1.249.1029:*:*:*:**:*:*:

LRk kR ok akak.

cpe:2.3:a:google:chrome:4.1.249.103 1 **:*:

SRk ak kR akak.

cpe:2.3:a:google:chrome:4.1.249.1032::*:*:**:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:4.1.249.1033::*:*:**:*:*:

dkak ok kR akak.

cpe:2.3:a:google:chrome:4.1.249.1034::*:*:**:*:*:

dkukakakakakak.

cpe:2.3:a:google:chrome:4.1.249.1052:*:*:*:*:*:*:*:

dkukakakakakak.

cpe:2.3:a:google:chrome:4.1.249.1053: """

dkakakakakakak.

cpe:2.3:a:google:chrome:4.1.249.1055: " *:*:*:

dkkakkkakak.

cpe:2.3:a:google:chrome:4.1.249.1056:*:*:**:*:*:*:

dkkakkkakuk.

cpe:2.3:a:google:chrome:4.1.249.1057: " ™

dk Lk ak Lk kakak.

cpe:2.3:a:google:chrome:4.1.249.1058:*:*:****:*:

dk Lk akakakakak.

cpe:2.3:a:google:chrome:4.1.249.1059: " :*:*:



cpe:2.3:a:google:chrome:4.1.249.1060:™:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:4.1.249.1062::*:**:**:*:

cpe:2.3:a:google:chrome:™: " :*:

No vendor comments have been submitted for this CVE
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