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AV-NIAC:MIAUNIC:C/.CIAC Certain versions of Mac Os X from Apple contain the foIIowing
: vulnerability:

Opera before 10.53 on Windows and Mac OS X does not properly
handle a series of document modifications that occur asynchronously,
which allows remote attackers to execute arbitrary code or cause a
denial of service (application crash) via JavaScript that writes
<marquee> sequences in an infinite loop, leading to attempted use of
uninitialized memory. NOTE: this might overlap CVE-2006-6955.

CVE-2010-1728 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH |

Access Access Authentication
Vector Complexity
NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Opera Desktop Team - Opera 10.53 RC1 for Windows QO CONFIRM
and Mac my.opera.com/desktopteam/blog/2010/04/28/opera-

10-53-rc1-for-windows-and-mac

Stack Exhaustion in WebKit.dll — Safari. (D MISC h.ackack.net/?p=258

text/html
Not Archived

Opera Asynchronous Content Modification >{ SECUNIA 39590
Uninitialised Memory Vulnerability - Advisories -

Community [ text/html |

Nnera: NOnera 10 KRR far Windnwe channelnn

N CONFIRM


https://cve.report/
https://cve.report/CVE-2010-1728/mitre
https://cve.report/CVE-2010-1728/nist
https://cve.report/CVE-2010-1728/cve_org
https://cve.report/CVE-2010-1728.pdf
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://my.opera.com/desktopteam/blog/2010/04/28/opera-10-53-rc1-for-windows-and-mac
https://web.archive.org/web/2010/http://h.ackack.net/?p=258
https://web.archive.org/web/2010/http://secunia.com/advisories/39590

TMVIME UPVIG T VTS TV YT MU YYD Ui iy iy v oo

text/html www.opera.com/docs/changelogs/windows/1053/

S E——
 text/htmi |

Repository / Oval Repository ) OVAL oval:org.mitre.oval:def:11927

Webmail : Solution de messagerie professionnelle - (%) VUPEN ADV-2010-0999

OVHcloud- OVH [ www.vupen.com |

Opera: Opera 10.53 for Mac changelog O CONFIRM
www.opera.com/docs/changelogs/mac/1053/

IBM X-Force Exchange € XF opera-documentwrite-code-execution(58231)

Advisory: Multiple asynchronous document O CONFIRM www.opera.com/support/kb/view/953/

modifications can be used to execute arbitrary code -

Opera Knowledge Base

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Apple Mac Os X All All All All
System

Operating Apple Mac Os X All All All All
System

Operating Microsoft Windows All All All All
System

Operating Microsoft Windows All All All All
System

Application Opera Opera Browser 10.00 All All All
Application Opera Opera Browser 10.00 betal All All
Application Opera Opera Browser 10.00 beta2 All All
Application Opera Opera Browser 10.00 beta3 All All
Application Opera Opera Browser 10.01 All All All
Application Opera Opera Browser 10.10 All All All
Application Opera Opera Browser 10.10 betal All All
Application Opera Opera Browser 10.50 All All All
Application Opera Opera Browser 10.50 betal All All
Application Opera Opera Browser 10.50 beta2 All All
Application Opera Opera Browser 10.51 All All All

Aoplication Obpera Opera Browser 5.0 All All All
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dkak kR kR kK,

dk kR ok oKk kK,

Lk kR kKR kK,
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KLk LK LKLk k,

cpe:2.3:a:opera:opera_browser:10.50:betat:*:*:*:*:*:*:

akLk kKKK,

cpe:2.3:a:opera:opera_browser:10.50:beta2:*:*:*:*:*:*:

AkLkLk ok k LKk,

cpe:2.3:a:opera:opera_browser:10.51 % "

cpe:2.3:a:opera:opera_browser:5.0:*: "

kKK kKK,

cpe:2.3:a:opera:opera_browser:5.0:beta3:*:*:*:*:*:*:

KKk kKK,

cpe:2.3:a:opera:opera_browser:5.0:betad:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:0pera:opera_browser:5.0:betab:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:opera:opera_browser:5.0:betab:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:opera:opera_browser:5.0:beta8:*:*:*:*:*:*:

Skk ok kkakak.

cpe:2.3:a:opera:opera_browser:5.02::

Skk ok ak ok akak.

cpe:2.3:a:opera:opera_browser:5.10:

Sk Lk kakakakak.

cpe:2.3:a:opera:opera_browser:5.11:

SRk kKKK,

cpe:2.3:a:opera:opera_browser:6.0:beta2:*:*:*:*:*:*:

Sk ok ok ok k k.

cpe:2.3:a:opera:opera_browser:6.0:tp1:** "



cpe:2.3:a:opera:opera_browser:6.1: " "

ARk LK LKLk Lk,

cpe:2.3:a:0pera:opera_browser:6.1:betat:*:*:*:*:*:*:

Skukakukakakak.

cpe:2.3:a:0pera:opera_browser:6.12:*:*:*:**

cpe:2.3:a:opera:opera_browser:7.0:*:

kKK kKK,

cpe:2.3:a:0pera:opera_browser:7.0:betat:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:opera:opera_browser:7.0:beta2:*:*:*:*:*:*:

Skk Lk k Lk akak.

cpe:2.3:a:opera:opera_browser:7.01:

Skk ok k Lk akak.

cpe:2.3:a:opera:opera_browser:7.03:*:****

dkuk ok kakakak.

cpe:2.3:a:opera:opera_browser:7.10:*:*****:*:

dkak kR kuk.

cpe:2.3:a:opera:opera_browser:7.10:betal:*:*:**:*:*:

Skkakk ok akak.

cpe:2.3:a:opera:opera_browser:7.11:

dkak Lk akkak.

cpe:2.3:a:opera:opera_browser:7.11:beta2:*:*:*:*:*:*:

Skuk ok ok ok akak.

cpe:2.3:a:opera:opera_browser:7.20:

Sk Lk k kR akak.

cpe:2.3:a:opera:opera_browser:7.21:*

Sk ok ak kR akak.

cpe:2.3:a:opera:opera_browser:7.22:*:

sk Rk kR akak,

cpe:2.3:a:opera:opera_browser:7.50:

kR kR ok ak,

cpe:2.3:a:opera:opera_browser:7.50:betat:*:*:*:*:*:*:

Sk ok akakakakak.

cpe:2.3:a:0pera:opera_browser:7.52:%:

Skakakakakakak.

cpe:2.3:a:opera:opera_browser:7.53:":



Skukakakakakak.

cpe:2.3:a:opera:opera_browser:8.51 % **:*:

dkuk ok akkakuk.

cpe:2.3:a:0pera:opera_browser:8.52:%:*:****:*:

Skukakkkakak.

cpe:2.3:a:0pera:opera_browser:8.54 % *:*:

cpe:2.3:a:opera:opera_browser:9.0:*:*:*

Skk Lk k ok akak.

cpe:2.3:a:opera:opera_browser:9.01:*:**:***:*:

Skk ok k ok akak.

cpe:2.3:a:0pera:opera_browser:9.02:*:*:*:***:*:

Skk ok ak ok akak.

cpe:2.3:a:opera:opera_browser:9.10:*:*****:*:

skk ok akakakak.

cpe:2.3:a:opera:opera_browser:9.20:*:*:****:*:

Skk ok kakakak.

cpe:2.3:a:opera:opera_browser:9.22:*:

Sk Rk kR akak.

cpe:2.3:a:opera:opera_browser:9.24:

Sk Lk ak kR akak.

cpe:2.3:a:opera:opera_browser:9.25::

Skak ok kkakak.

cpe:2.3:a:opera:opera_browser:9.26:*:

Sk Kk kR akak.

cpe:2.3:a:opera:opera_browser:9.50:

dk kR ok akak.

cpe:2.3:a:opera:opera_browser:9.50:betat:*:*:*:*:*:*:

dkak kR ok ak.

cpe:2.3:a:opera:opera_browser:9.50:beta2:*:*:*:*:*:*:

Skak ok akakakak.

cpe:2.3:a:opera:opera_browser:9.51



akLk koK Lk LKk,

cpe:2.3:a:opera:opera_browser:10.10:* % "

kKK kKK,

cpe:2.3:a:opera:opera_browser:10.10:betat:*:*:*:*:*:*:

kKK oKk kK,

cpe:2.3:a:opera:opera_browser:10.51 %% %

AKLkak kKKK,

cpe:2.3:a:opera:opera_browser:5.0:*:

kKK kKK,

cpe:2.3:a:opera:opera_browser:5.0:beta2:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:opera:opera_browser:5.0:beta3:*:*:*:*:*:*:

Sk kKKK,

cpe:2.3:a:opera:opera_browser:5.0:beta5:*:*:*:*:*:*:

kKKK k.

cpe:2.3:a:opera:opera_browser:5.0:beta6:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:opera:opera_browser:5.0:beta7:*:*:*:**:*:

SRk kKKK,

cpe:2.3:a:opera:opera_browser:5.0:beta8:*:*:*:*:*:*:

Sk ok ak kR akak.

cpe:2.3:a:opera:opera_browser:5.10: "

Sk Lk ak kR akak.

cpe:2.3:a:opera:opera_browser:5.11:

cpe:2.3:a:opera:opera_browser:5.12:*

cpe:2.3:a:opera:opera_browser:6.0:* " "



dkukakakakakak.

cpe:2.3:a:opera:opera_browser:6.05:*:*:*:**

Skukakukkakuk.

cpe:2.3:a:0pera:opera_browser:6.06:*:*:*:*:*

akLkLk kKKK,

cpe:2.3:a:0pera:opera_browser:6.1:%:*:

kKK kKK,

cpe:2.3:a:0pera:opera_browser:6.1:betat:*:*:*:*:*:*:

dkk Kk ukkakak.

cpe:2.3:a:opera:opera_browser:6.11:*:*****:*:

Skk Lk k ok akuk.

cpe:2.3:a:0pera:opera_browser:6.12:*:*:*:***:*:

akLkk oKk Kk,

cpe:2.3:a:opera:opera_browser:7.0:*:

KKk kKK,

cpe:2.3:a:opera:opera_browser:7.0:betat:*:*:*:*:*:*:

dk Lk uk Lk kak.

cpe:2.3:a:opera:opera_browser:7.0:betal_v2:*:*:*:*:*::

Skk ok kakakak.

cpe:2.3:a:opera:opera_browser:7.01:

Skuk ok akakakak.

cpe:2.3:a:opera:opera_browser:7.02::

Skuk ok k ok akak.

cpe:2.3:a:opera:opera_browser:7.03::

Sk ok k kR akak.

cpe:2.3:a:opera:opera_browser:7.10:

dk kR ok akak.

cpe:2.3:a:opera:opera_browser:7.10:betat :*:*:*:*:*:*:

Sk ok ak kR akak.

cpe:2.3:a:opera:opera_browser:7.11:

Sk ok ak ok akakak,

cpe:2.3:a:opera:opera_browser:7.20:

Rk kR akak.

cpe:2.3:a:opera:opera_browser:7.20:beta7:*:*:*:*:*:*:

dkkakak ok akak.

cpe:2.3:a:opera:opera_browser:7.21: "



dkkakkakak.

cpe:2.3:a:opera:opera_browser:7.54:updatet:*:*:*:*:*:*:

dkukakkakak.

cpe:2.3:a:0pera:opera_browser:7.54:update2:*:*:*:*:*:*:

cpe:2.3:a:opera:opera_browser:8.0:*: "

kKK kKK,

cpe:2.3:a:opera:opera_browser:8.0:beta2:*:*:*:*:*:*:

dkk ok ukakakak.

cpe:2.3:a:opera:opera_browser:8.01:*:* "

Skuk Kk k ok akak.

cpe:2.3:a:opera:opera_browser:8.50:%:*:****:*:

sk Lk ak ok akakak.

cpe:2.3:a:opera:opera_browser:8.51: % **:*:

Skk Lk k ok akak.

cpe:2.3:a:0pera:opera_browser:8.52:*:*****:*:

cpe:2.3:a:opera:opera_browser:9.0: "

Kk kKKK,

cpe:2.3:a:0pera:opera_browser:9.0:beta2:*:*:*:*:*:*:

Skuk ok kakakak.

cpe:2.3:a:opera:opera_browser:9.02:*: "

Sk Lk k kR akak.

cpe:2.3:a:opera:opera_browser:9.10:: ™

Sk Lk k kR akak.

cpe:2.3:a:opera:opera_browser:9.20:*:

Skk ok k Rk k.

cpe:2.3:a:opera:opera_browser:9.22:*: ¥

Sk Kk kR akak.

cpe:2.3:a:opera:opera_browser:9.24::**

Sk ok ak kR akak.

cpe:2.3:a:opera:opera_browser:9.26::***

Sk ok akakakakak.

cpe:2.3:a:opera:opera_browser:9.27:%:



skakakakakakak.

cpe:2.3:a:0pera:opera_browser:9.63:":* "

dkakakakakakak.

cpe:2.3:a:opera:opera_browser:9.64:*:*:****:*:

No vendor comments have been submitted for this CVE
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