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Summary

CVE CVE-2010-1760

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-08-19 22:00:00 UTC

Updated 2011-03-18 02:49:00 UTC

Description loader/DocumentThreadableLoader.cpp in the XMLHttpRequest implementation in WebCore in WebKit before r58409 does not properly handle credentials during a cross-origin synchronous request, which has unspecified impact and remote attack vectors, aka rdar problem 7905150.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Webkit r50173 All All All

Application Apple Webkit r56187 All All All

Application Apple Webkit r56188 All All All

Application Apple Webkit r56379 All All All

Application Apple Webkit r50173 All All All

Application Apple Webkit r56187 All All All

Application Apple Webkit r56188 All All All

Application Apple Webkit r56379 All All All

Application Apple Webkit All All All All

References

Reference Source Link Tags

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Bug 37781 – [XHR] Cross-Origin synchronous request with credential raises NETWORK_ERR CONFIRM bugs.webkit.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Ubuntu update for webkit - Secunia.com SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
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USN-1006-1: WebKit vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

WebKit (CVE-2010-1760) Unspecified Security Vulnerability BID www.securityfocus.com

CVE-2010-1760 CONFIRM security-tracker.debian.org

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:002 SUSE lists.opensuse.org

Changeset 58409 – WebKit CONFIRM trac.webkit.org

Support / Security / Advisories / / MDVSA-2011:039 | Mandriva MANDRIVA www.mandriva.com

SUSE update for Multiple Packages - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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