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Summary

CVE CVE-2010-1766

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-07-22 05:42:00 UTC

Updated 2013-02-07 05:00:00 UTC

Description Off-by-one error in the WebSocketHandshake::readServerHandshake function in websockets/WebSocketHandshake.cpp in WebCore in WebKit before r56380, as used in Qt and other products, allows remote websockets servers to cause a denial of service (memory corruption) or possibly have unspecified other impact via an upgrade header that is long and invalid.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Digia Qt All All All All

Application Webkit Webkit All All All All

References

Reference Source

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Changeset 56380 – WebKit CONFIRM

596494 – (CVE-2010-1766) CVE-2010-1766 WebKit: off-by-one memory corruption flaw WebSocketHandshake::readServerHandshake() CONFIRM

Access Denied CONFIRM

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

[SECURITY] Fedora 12 Update: qt-4.6.3-8.fc12 FEDORA

Ubuntu update for webkit - Secunia.com SECUNIA

[SECURITY] Fedora 13 Update: qt-4.6.3-8.fc13 FEDORA

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

USN-1006-1: WebKit vulnerabilities | Ubuntu UBUNTU

Fedora update for qt - Advisories - Community SECUNIA

https://cve.report/
https://cve.report/CVE-2010-1766/mitre
https://cve.report/CVE-2010-1766/nist
https://cve.report/CVE-2010-1766/cve_org
https://cve.report/CVE-2010-1766.pdf
http://cve.report/vendor/digia
http://cve.report/software/digia/qt
http://cve.report/vendor/webkit
http://cve.report/software/webkit/webkit
http://www.vupen.com/english/advisories/2011/0212
http://trac.webkit.org/changeset/56380
https://bugzilla.redhat.com/show_bug.cgi?id=596494
https://bugs.webkit.org/show_bug.cgi?id=36339
http://www.vupen.com/english/advisories/2010/2722
http://lists.fedoraproject.org/pipermail/package-announce/2010-July/044031.html
http://secunia.com/advisories/41856
http://lists.fedoraproject.org/pipermail/package-announce/2010-July/044023.html
http://www.vupen.com/english/advisories/2011/0552
http://www.vupen.com/english/advisories/2010/1801
http://www.ubuntu.com/usn/USN-1006-1
http://secunia.com/advisories/40557


[security-announce] SUSE Security Summary Report: SUSE-SR:2011:002 SUSE

Support / Security / Advisories / / MDVSA-2011:039 | Mandriva MANDRIVA

SUSE update for Multiple Packages - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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