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CVE CVE-2010-1769
State PUBLISHED
Assigner apple

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-18 16:30:01 UTC
Updated 2026-04-29 01:13:23 UTC
Description WebKit in Apple iTunes before 9.2 on Windows, and Apple iOS before 4 on the iPhone and iPod touch, accesses out-of-bo

/ ]

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple ltunes 7.0.0 - windows All


https://cve.report/
https://cve.report/CVE-2010-1769/mitre
https://cve.report/CVE-2010-1769/nist
https://cve.report/CVE-2010-1769/cve_org
https://cve.report/api/cve/CVE-2010-1769.json
https://cve.report/CVE-2010-1769.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/itunes
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Application Apple ltunes 8.2 - windows All
Application Apple ltunes 8.2.1 - windows All
Application Apple ltunes 9.0 - windows All
Application Apple ltunes 9.0.0 - windows All
Application Apple ltunes 9.0.1 - windows All
Application Apple ltunes 9.0.2 - windows All
Application Apple ltunes 9.0.3 - windows All
Application Apple ltunes 9.1 - windows All
Application Apple ltunes All - windows All
Operating System Microsoft Windows 7 All All All All
Operating System Microsoft Windows Vista All All All All
Operating System Microsoft Windows Xp All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da26¢
SUSE update for Multiple Packages - Secunia.com af854a3a-2127-422b-91ae-364da26¢
Apple iTunes Multiple Vulnerabilities - Advisories - Community af854a3a-2127-422b-91ae-364da26¢
SecurityTracker.com Archives - Apple iTunes WebKit Bugs Let Remote Users Execute Arbitrary Code  af854a3a-2127-422b-91ae-364da26¢
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da26¢
[security-announce] SUSE Security Summary Report: SUSE-SR:2011:002 af854a3a-2127-422b-91ae-364da26¢
APPLE-SA-2010-06-16-1 iTunes 9.2 af854a3a-2127-422b-91ae-364da26¢
About the security content of iTunes 9.2 af854a3a-2127-422b-91ae-364da26¢
About the security content of iOS 4 af854a3a-2127-422b-91ae-364da26¢
APPLE-SA-2010-06-21-1 i0S 4 af854a3a-2127-422b-91ae-364da26¢
Repository / Oval Repository af854a3a-2127-422b-91ae-364da26¢
IBM X-Force Exchange af854a3a-2127-422b-91ae-364da26t
RETIRED: Apple iPhone/iPod touch Prior to iOS 4 Multiple Vulnerabilities af854a3a-2127-422b-91ae-364da26¢
CVE Program record CVE.ORG

NVD vulnerability detail NVD

< e e e |

No vendor comments have been submitted for this CVE.
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http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.vupen.com/english/advisories/2010/1512
http://secunia.com/advisories/43068
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http://securitytracker.com/id?1024108
http://www.vupen.com/english/advisories/2011/0212
http://lists.opensuse.org/opensuse-security-announce/2011-01/msg00006.html
http://lists.apple.com/archives/security-announce/2010//Jun/msg00002.html
http://support.apple.com/kb/HT4220
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http://lists.apple.com/archives/security-announce/2010/Jun/msg00003.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A7178
https://exchange.xforce.ibmcloud.com/vulnerabilities/59508
http://www.securityfocus.com/bid/41016
https://www.cve.org/CVERecord?id=CVE-2010-1769
https://nvd.nist.gov/vuln/detail/CVE-2010-1769

There are currently no legacy QID mappings associated with this CVE.
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