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CVE-2010-1849

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNCNINAP Certain versions of Mysql from Mysqgl contain the following
’ vulnerability:

The my_net_skip_rest function in sgl/net_serv.cc in MySQL 5.0
through 5.0.91 and 5.1 before 5.1.47 allows remote attackers to cause
a denial of service (CPU and bandwidth consumption) by sending a
large number of packets that exceed the maximum length.

CVE-2010-1849 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

[security-announce] SUSE Security Summary Report: SUSE- 9 SUSE SUSE-SR:2010:021

SR:2010:021

APPLE-SA-2010-11-10-1 Mac OS X v10.6.5 and Security Update [7] APPLE APPLE-SA-2010-11-10-1

2010-007

MySQL :: MySQL 5.0 Reference Manual :: D.1.2 Changes in MySQL IR CONFIRM

5.0.91 (05 May 2010) dev.mysql.com/doc/refman/5.0/en/news-
5-0-61.himl

SecurityTracker.com Archives - MySQL Large Packet Processing (%) SECTRACK 1024032

Flaw in my_net_skip_rest() Lets Remote Users Deny Service

MySQL :: MySQL 5.1 Reference Manual :: D.1.9 Changes in MySQL IR CONFIRM

5.1.47 (06 May 2010) dev.mysql.com/doc/refman/5.1/en/news-
5-1-47.htm|



https://cve.report/
https://cve.report/CVE-2010-1849/mitre
https://cve.report/CVE-2010-1849/nist
https://cve.report/CVE-2010-1849/cve_org
https://cve.report/CVE-2010-1849.pdf
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.opensuse.org/opensuse-security-announce/2010-11/msg00005.html
http://lists.apple.com/archives/security-announce/2010//Nov/msg00000.html
https://web.archive.org/web/2010/http://dev.mysql.com/doc/refman/5.0/en/news-5-0-91.html
http://securitytracker.com/id?1024032
https://web.archive.org/web/2010/http://dev.mysql.com/doc/refman/5.1/en/news-5-1-47.html

2010-007

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Advisories | Mandriva

comment@cve.report.

Repository / Oval Repository

[security-announce] SUSE Security Summary Report: SUSE-
SR:2010:019

USN-1397-1: MySQL vulnerabilities | Ubuntu

MySQL Bugs: #50974: Server keeps receiving big (>
max_allowed_packet) packets indefinitely.

MySQL Lists: commits: bzr commit into mysql-5.0-bugteam branch
(davi:2858) Bug#50974

About the security content of Mac OS X v10.6.5 and Security Update

www.mandriva.com

text/html

text/html

text/html

li
lists.mysql.com

text/html

oval.cisecurity.org

text/html

bugs.mysqgl.com

text/html

web.archive.org

text/html

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

& MANDRIVA MDVSA-2010:107

D SUSE SUSE-SR:2010:019

R MisC

lists.mysql.com/commits/106060

® UBUNTU USN-1397-1

() OVAL oval:org.mitre.oval:def:7328

7, CONFIRM

bugs.mysql.com/bug.php?id=50974

& CONFIRM

support.apple.com/kb/HT4435

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
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5.1.35

5.1.36

5.1.38

5.1.39

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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All
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All

All
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All
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All

All

All

All

All
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Application Oracle
Application Oracle
Application Oracle
Application Oracle
Application Oracle
Application Oracle
Application Oracle
Application Oracle
Application Oracle
Application Oracle
Application Oracle
Application Oracle

cpe:2.3:a:mysql:mysql:5.0.0:* %

cpe:2.3:a:mysql:mysql:5.0.1 %%

Skk Lk k ok ak Lk

cpe:2.3:a:mysqgl:mysql:5.0.17:% "

cpe:2.3:a:mysqgl:mysql:5.0.2:*

Skk Lk k ok kL

cpe:2.3:a:mysqgl:mysql:5.0.20:* "

cpe:2.3:a:mysql:mysql:5.0.3: " e

cpe:2.3:a:mysql:mysql:5.0.4:* "

Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql

Mysql

ARk koK kR k.

cpe:2.3:a:mysqgl:mysql:5.0.45b:* ***x**:

cpe:2.3:a:mysql:mysql:5.0.5:

ak kR kR Rk,

cpe:2.3:a:mysql:mysql:5.0.5.0.21 :*:*:*:*:

5.1.4

5.1.40

5.1.41

5.1.42

5.1.43

5.1.44

5.1.45

5.1.46

5.1.6

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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cpe:2.3:a:mysqgl:mysql:5.1.5:

cpe:2.3:a:mysqgl:mysql:5.0.0:*:

cpe:2.3:a:mysql:mysql:5.0. 1% "

Skk ok k ok kak.

cpe:2.3:a:mysql:mysql:5.0.17:%%%

cpe:2.3:a:mysql:mysql:5.0.2:* %

Skk ok ak ok akak.

cpe:2.3:a:mysql:mysql:5.0.20:* %"

cpe:2.3:a:mysql:mysql:5.0.3:%*
cpe:2.3:a:mysqgl:mysql:5.0.4:*
cpe:2.3:a:mysql:mysql:5.0.45b:*:
cpe:2.3:a:mysql:mysql:5.0.5:% % *

dkak kR kR k.

cpe:2.3:a:mysqgl:mysql:5.0.5.0.21 %

dkak ok ak ok akak.

cpe:2.3:a:mysqgl:mysql:5.1.37:* "

cpe:2.3:a:mysqgl:mysql:5.1.5: %



ARk LKLk LK LKLk,

cpe:2.3:a:oracle:mysql:5.0.22:*: " " *:*:

ARk kLK LK LKLk,

cpe:2.3:a:oracle:mysql:5.0.23:*:*: """

Ak kKKK LKLk,

cpe:2.3:a:oracle:mysql:5.0.37:

kKK kKKK,

cpe:2.3:a:oracle:mysql:5.0.41

Kk kKK LKLk,

cpe:2.3:a:oracle:mysql:5.0.51

cpe:2.3:a:oracle:mysql:5.0.6:

Kk ok kKKK,

cpe:2.3:a:oracle:mysql:5.0.67:

cpe:2.3:a:oracle:mysql:5.0.7:

kKK kKK,

cpe:2.3:a:oracle:mysql:5.0.75:

kKoK uk kLK,

cpe:2.3:a:oracle:mysql:5.0. 77

cpe:2.3:a:oracle:mysql:5.0.8: " ™

Rk kKK kK,

cpe:2.3:a:oracle:mysql:5.0.81 "

kKKK kK,

cpe:2.3:a:oracle:mysql:5.0.83:*

Kk ok kKKK,

cpe:2.3:a:oracle:mysql:5.0.85:*

koK kKKK,

cpe:2.3:a:oracle:mysql:5.0.86:* "™

L AA il i AA s e ek ke



cpe:z.g:a:oracie:mysqlio.0.yrrinimrininitl

cpe:2.3:a:oracle:mysql:5.1: " =

cpe:2.3:a:oracle:mysql:5.1. 1 " "

B R

cpe:2.3:a:oracle:mysql:5.1. 11 "

B R R

cpe:2.3:a:oracle:mysql:5.1.12:* %"

B R

cpe:2.3:a:oracle:mysql:5.1.13:* """

akk Lk kLK Lk Lk,

cpe:2.3:a:oracle:mysql:5.1. 14 *: %"

cpe:2.3:a:oracle:mysql:5.1.2:*

cpe:2.3:a:oracle:mysql:5.1.3:*

koK kR kLK,

cpe:2.3:a:oracle:mysql:5.1.36: "

Kk ok KKKk,

cpe:2.3:a:oracle:mysql:5.1.38:*

kKK kKK,

cpe:2.3:a:oraclexmysql:5.1.41

Rk ok kR kK,

cpe:2.3:a:oracle:xmysql:5.1.42:*

kKKK oKk,

cpe:2.3:a:oraclexmysql:5.1.43:

Rk ok ok kKK,

cpe:2.3:a:oracle:mysql:5.1.44 > "



cpe:2.3:a:oracle:mysql:5.1.6:%: " "

cpe:2.3:a:oracle:mysql:5.1.7: %"

cpe:2.3:a:oracle:mysql:5.1.8:: "

cpe:2.3:a:oracle:mysql:5.1.9: "

B R

cpe:2.3:a:oracle:mysql:5.0.12:*: """

B R R

cpe:2.3:a:oracle:mysql:5.0.13:*: """

B R

cpe:2.3:a:oracle:mysql:5.0. 14 :"*:*:

ak kLK kLK Lk Lk,

cpe:2.3:a:oracle:mysql:5.0.18:*: " *:*:*:

ARk kK kKK,

cpe:2.3:a:oracle:mysql:5.0.21 7

kKK kKK Lk,

cpe:2.3:a:oracle:mysql:5.0.22:* "

kKK kKKK,

cpe:2.3:a:oracle:mysql:5.0.23:*:

LRk kL kKKK,

cpe:2.3:a:oracle:mysql:5.0.27:

LKk kKK kLK,

cpe:2.3:a:oracle:mysql:5.0.33:

Kk kKR kLK,

cpe:2.3:a:oracle:mysql:5.0.37:

Kk kK kKK,

cpe:2.3:a:oracle:mysql:5.0.41

Kk kK kKK,

cpe:2.3:a:oracle:mysql:5.0.45:

cpe:2.3:a:oracle:mysql:5.0.7:

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.0.75:



R R R

cpe:2.3:a:oracle:mysql:5.0.91 7 :"*:*:

dkkakokakakuk.

cpe:2.3:a:oracle:mysql:5.1: "

cpe:2.3:a:oracle:mysql:5.1.1: "%

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:5.1.10: %"

ARk kKKK Lk,

cpe:2.3:a:oracle:mysql:5.1.12:* 7 "

kKK kKK Lk,

cpe:2.3:a:oracle:mysql:5.1.13:

kKK kKKK,

cpe:2.3:a:oracle:mysql:5.1. 14

kKK kKKK,

cpe:2.3:a:oracle:mysql:5.1.15:

Kk kKK kLK,

cpe:2.3:a:oracle:mysql:5.1.17:

cpe:2.3:a:oracle:mysql:5.1.2: e

cpe:2.3:a:oracle:mysql:5.1.3: i

Kk koK kKK,

cpe:2.3:a:oracle:mysql:5.1.30:

kKK kKK,

cpe:2.3:a:oracle:mysql:5.1.35:*

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.1.36:* "

Rk ok kKKK,

cpe:2.3:a:oracle:mysql:5.1.38:*

cpe:2.3:a:oracle:mysql:5.1.39:*

cpe:2.3:a:oracle:mysql:5.1.4: >



cpe:2.3:a:oracle:mysql:5.1.6:% """
cpe:2.3:a:oracle:mysql:5.1.7: 7 *: "
cpe:2.3:a:oracle:mysql:5.1.8:* """

cpe:2.3:a:oracle:mysql:5.1.9: "%

No vendor comments have been submitted for this CVE
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