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AVNCUAUNCPIPIAP Certain versions of Php from Php contain the following vulnerability:

CVE-2010-1868 has been assigned by [J] cve@mitre.org to track the vulnerability

The (1) sqlite_single_query and (2) sqlite_array_query functions in
ext/sqlite/sqlite.c in PHP 5.2 through 5.2.13 and 5.3 through 5.3.2 allow
context-dependent attackers to execute arbitrary code by calling these
functions with an empty SQL query, which triggers access of
uninitialized memory.

CVSS2 Score: 7.5-HIGH
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CVE References

Description

MOPS Submission 03 — sqlite_single_query(),
sqlite_array_query() Uninitialized Memory Usage « the
Month of PHP Security

MOPS-2010-012: PHP sqlite_single_query() Uninitialized
Memory Usage Vulnerability « the Month of PHP Security

MOPS-2010-013: PHP sqlite_array_query() Uninitialized
Memory Usage Vulnerability « the Month of PHP Security

Tags
text/html
Not Archived
text/html
Not Archived
text/html
Not Archived

Link

(%) MISC php-security.org/2010/05/07/mops-
submission-03-sqlite_single_query-
sqlite_array_query-uninitialized-memory-
usage/index.html

(%) MISC php-security.org/2010/05/07/mops-2010-
012-php-sqlite_single_query-uninitialized-memory-
usage-vulnerability/index.html

() MISC php-security.org/2010/05/07/mops-2010-
013-php-sqlite_array_query-uninitialized-memory-
usage-vulnerability/index.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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https://cve.report/
https://cve.report/CVE-2010-1868/mitre
https://cve.report/CVE-2010-1868/nist
https://cve.report/CVE-2010-1868/cve_org
https://cve.report/CVE-2010-1868.pdf
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2010/http://php-security.org/2010/05/07/mops-submission-03-sqlite_single_query-sqlite_array_query-uninitialized-memory-usage/index.html
https://web.archive.org/web/2010/http://php-security.org/2010/05/07/mops-2010-012-php-sqlite_single_query-uninitialized-memory-usage-vulnerability/index.html
https://web.archive.org/web/2010/http://php-security.org/2010/05/07/mops-2010-013-php-sqlite_array_query-uninitialized-memory-usage-vulnerability/index.html
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There are currently no QIDs associated with this CVE
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Application Php Php 5.3.1 Al Al All

Application Php Php 5.3.2 All All All

cpe:2.3:a:php:php:5.2.0:* "

cpe:2.3:a:php:php:5.2.1 "

LRk kR ok akak,

cpe:2.3:a:php:php:5.2.10:*

LRk kR ok akak.

cpe:2.3:a:php:php:5.2.1 1

Wk kR kR akak,

cpe:2.3:a:php:php:5.2.12:%

dk Kk kR ok ak.

cpe:2.3:a:php:php:5.2.13:*

cpe:2.3:a:php:php:5.2.2:**

cpe:2.3:a:php:php:5.2.3:* "

cpe:2.3:a:php:php:5.2.4: %" "

cpe:2.3:a:php:php:5.2.5: %" "™

cpe:2.3:a:php:php:5.2.6: %" "™

cpe:2.3:a:php:php:5.2.8: %" "™

cpe:2.3:a:php:php:5.2.9: %" "™

cpe:2.3:a:php:php:5.3.0: " "™

cpe:2.3:a:php:php:5.3.1: " "™

cpe:2.3:a:php:php:5.3.2: %" "™

cpe:2.3:a:php:php:5.2.0: %" %"

cpe:2.3:a:php:php:5.2.1: " ™

dkukakkakakak.

cpe:2.3:a:php:php:5.2.13:%:"* ™

cpe:2.3:a:php:php:5.2.2:** "

cpe:2.3:a:php:php:5.2.3:** "

cpe:2.3:a:php:php:5.2.4:*** "%

cpe:2.3:a:php:php:5.2.5:* % "

rnet? R:anhnnhn-R D [ -xkkkokk.


http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php

R e e+ e e e
cpe:2.3:a:php:php:5.2.8: "™
cpe:2.3:a:php:php:5.2.9:* "
cpe:2.3:a:php:php:5.3.0:"
cpe:2.3:a:php:php:5.3.1 "

cpe:2.3:a:php:php:5.3.2:* "

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—

© CVE.report 2023 pd [/ |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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