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Summary

CVE CVE-2010-1878

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-05-12 11:46:00 UTC

Updated 2017-08-17 01:32:00 UTC

Description Directory traversal vulnerability in the OrgChart (com_orgchart) component 1.0.0 for Joomla! allows remote attackers to read arbitrary files via a .. (dot dot) in the controller parameter to index.php.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Blueflyingfish.no-ip Com Orgchart 1.0.0 All All All

Application Blueflyingfish.no-ip Com Orgchart 1.0.0 All All All

Application Joomla Joomla! All All All All

Application Joomla Joomla! All All All All

Application Joomla Joomla! All All All All

References

Reference Source Link Tags

Joomla Component OrgChart com_orgchart Local File Inclusion Vulnerability EXPLOIT-DB www.exploit-db.com Exploit

OrgChart Component for Joomla! 'controller' Parameter Local File Include Vulnerability BID www.securityfocus.com

Files ≈ Packet Storm MISC packetstormsecurity.org Exploit

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

https://cve.report/
https://cve.report/CVE-2010-1878/mitre
https://cve.report/CVE-2010-1878/nist
https://cve.report/CVE-2010-1878/cve_org
https://cve.report/api/cve/CVE-2010-1878.json
https://cve.report/CVE-2010-1878.pdf
http://cve.report/vendor/blueflyingfish.no-ip
http://cve.report/software/blueflyingfish.no-ip/com_orgchart
http://cve.report/vendor/blueflyingfish.no-ip
http://cve.report/software/blueflyingfish.no-ip/com_orgchart
http://cve.report/vendor/joomla
http://cve.report/software/joomla/joomla!
http://cve.report/vendor/joomla
http://cve.report/software/joomla/joomla!
http://cve.report/vendor/joomla
http://cve.report/software/joomla/joomla!
http://www.exploit-db.com/exploits/12317
http://www.securityfocus.com/bid/39606
http://packetstormsecurity.org/1004-exploits/joomlaorgchart-lfi.txt
https://exchange.xforce.ibmcloud.com/vulnerabilities/58031
https://www.cve.org/CVERecord?id=CVE-2010-1878
https://nvd.nist.gov/vuln/detail/CVE-2010-1878


com_orgchart developer 2010-05-19 com_orgchart is a Joomla 1.5.15 native component extension. Following the Joomla! Security component documentation guidelines, the component has been updated to stop Directory Traversal Vulnerability as of 05/19/2010. An update file, orgchart_controller.zip, regarding this issue can be obtained at blueflyingfish.no-ip.biz/orgchart.

There are currently no legacy QID mappings associated with this CVE.
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