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Summary

CVE CVE-2010-1909

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-05-12 11:46:00 UTC

Updated 2018-10-10 19:57:00 UTC

Description Buffer overflow in the RunCmd method in the SdcUser.TgConCtl ActiveX control in tgctlcm.dll in Consona Live Assistance, Dynamic Agent, and Subscriber Assistance allows remote attackers to execute arbitrary code via vectors involving "CreateProcess params." NOTE: some of these details are obtained from third party information.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Consona Consona Dynamic Agent - - enterprise All

Application Consona Consona Dynamic Agent - - marketing All

Application Consona Consona Dynamic Agent - - support All

Application Consona Consona Dynamic Agent - - enterprise All

Application Consona Consona Dynamic Agent - - marketing All

Application Consona Consona Dynamic Agent - - support All

Application Consona Consona Live Assistance All All All All

Application Consona Consona Live Assistance All All All All

Application Consona Consona Subscriber Assistance All All All All

Application Consona Consona Subscriber Assistance All All All All

References
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Wintercore releases an advisory for Consona products.

SecurityFocus

Consona SdcUser.TgConCtl ActiveX Control Multiple Vulnerabilities - Advisories - Community
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VU#602801 - Consona (formerly SupportSoft) Intelligent Assistance Suite (IAS) cross-site scripting, ActiveX, and Repair Service vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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