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Summary

CVE CVE-2010-1937

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-15 14:30:00 UTC

Updated 2010-06-18 04:00:00 UTC

Description Heap-based buffer overflow in httpAdapter.c in httpAdapter in SBLIM SFCB before 1.3.8 might allow remote attackers to execute arbitrary code via a Content-Length HTTP header that specifies a value too small for the amount of POST data, aka bug #3001896.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Standards Based Linux Instrumentation Sblim-sfcb 1.3.4 All All All

Application Standards Based Linux Instrumentation Sblim-sfcb 1.3.5 All All All

Application Standards Based Linux Instrumentation Sblim-sfcb 1.3.6 All All All

Application Standards Based Linux Instrumentation Sblim-sfcb 1.3.4 All All All

Application Standards Based Linux Instrumentation Sblim-sfcb 1.3.5 All All All

Application Standards Based Linux Instrumentation Sblim-sfcb 1.3.6 All All All

Application Standards Based Linux Instrumentation Sblim-sfcb All All All All

References

Reference Source Link

'SFCB vulnerabilities' - MARC MLIST marc.info

sblim-sfcb "Content-Length" Processing Two Vulnerabilities - Advisories - Community SECUNIA secunia.com

SourceForge.net Repository - [sblim] Diff of /sfcb/httpAdapter.c CONFIRM sblim.cvs.sourceforge.net

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Standards Based Linux Instrumentation / Bugs / #1958 httpAdapter can crash on bad content length CONFIRM sourceforge.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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