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AVNACMAUNCRIPIAP Certain versions of Lisk Cms from Createch-group contain the
’ following vulnerability:

Multiple SQL injection vulnerabilities in LISK CMS 4.4 allow remote
attackers to execute arbitrary SQL commands via (1) the id parameter
in a view_inbox action to cp/cp_messages.php or (2) the id parameter
to cp/edit_email.php.

CVE-2010-2015 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.8- MEDIUM
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CVE References

Description Tags Link

Lisk CMS Cross-Site Scripting and Y SECUNIA 39912

SQL Injection Vulnerabilities -

Advisories - Community text/html

High-Tech Bridge SA - Advisories - 5 D MISC

SQL injection vulnerability in LiSK www.htbridge.ch/advisory/sql_injection_vulnerability_in_lisk_cms_1.html

CMS text/html

High-Tech Bridge SA - Advisories - | Exploit | ™ MISC

SQL injection vulnerability in LiSK www.htbridge.ch/advisory/sql_injection_vulnerability_in_lisk_cms.html
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Createch-group Lisk Cms 4.4 All All All
Application Createch-group Lisk Cms 4.4 - corporate All
Application Createch-group Lisk Cms 4.4 - custom All
Application Createch-group Lisk Cms 4.4 - e-commerce All
Application Createch-group Lisk Cms 4.4 - extranet/intranet All
Application Createch-group Lisk Cms 4.4 - extranetVintranet All
Application Createch-group Lisk Cms 4.4 - portal/community All
Application Createch-group Lisk Cms 4.4 - portalVcommunity All
Application Createch-group Lisk Cms 4.4 All All All
Application Createch-group Lisk Cms 4.4 - corporate All
Application Createch-group Lisk Cms 4.4 - custom All
Application Createch-group Lisk Cms 4.4 - e-commerce All
Application Createch-group Lisk Cms 4.4 - extranetVintranet All
Application Createch-group Lisk Cms 4.4 - portalVcommunity All
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No vendor comments have been submitted for this CVE
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