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Summary

CVE CVE-2010-2022

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-05-28 18:30:00 UTC

Updated 2010-06-01 04:00:00 UTC

Description jail.c in jail in FreeBSD 8.0 and 8.1-PRERELEASE, when the "-l -U root" options are omitted, does not properly restrict access to the current working directory, which might allow local users to read, modify, or create arbitrary files via standard filesystem operations.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Freebsd Freebsd 8.0 All All All

Operating System Freebsd Freebsd 8.1-prerelease All All All

Operating System Freebsd Freebsd 8.0 All All All

Operating System Freebsd Freebsd 8.1-prerelease All All All

References

Reference Source Link Tags

SecurityTracker.com Archives - FreeBSD jail() Lets Local Users Access Restricted Files SECTRACK securitytracker.com

Webmail- OVH VUPEN www.vupen.com Patch, Vendor Advisory

FreeBSD-SA-10:04 FREEBSD security.FreeBSD.org Vendor Advisory

FreeBSD jail(8) Local Security Bypass Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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