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Summary

CVE CVE-2010-2057

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-20 18:00:00 UTC

Updated 2010-11-19 05:00:00 UTC

Description shared/util/StateUtils.java in Apache MyFaces 1.1.x before 1.1.8, 1.2.x before 1.2.9, and 2.0.x before 2.0.1 uses an encrypted View State without a Message Authentication Code (MAC), which makes it easier for remote attackers to perform successful modifications of the View State via a padding oracle attack.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Myfaces 1.1.0 All All All

Application Apache Myfaces 1.1.1 All All All

Application Apache Myfaces 1.1.2 All All All

Application Apache Myfaces 1.1.3 All All All

Application Apache Myfaces 1.1.4 All All All

Application Apache Myfaces 1.1.5 All All All

Application Apache Myfaces 1.1.6 All All All

Application Apache Myfaces 1.1.7 All All All

Application Apache Myfaces 1.2.2 All All All

Application Apache Myfaces 1.2.3 All All All

Application Apache Myfaces 1.2.4 All All All

Application Apache Myfaces 1.2.5 All All All

Application Apache Myfaces 1.2.6 All All All

Application Apache Myfaces 1.2.7 All All All

Application Apache Myfaces 1.2.8 All All All

Application Apache Myfaces 2.0.0 All All All

Application Apache Myfaces 1.1.0 All All All
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Application Apache Myfaces 1.1.0 All All All

Application Apache Myfaces 1.1.1 All All All

Application Apache Myfaces 1.1.2 All All All

Application Apache Myfaces 1.1.3 All All All

Application Apache Myfaces 1.1.4 All All All

Application Apache Myfaces 1.1.5 All All All

Application Apache Myfaces 1.1.6 All All All

Application Apache Myfaces 1.1.7 All All All

Application Apache Myfaces 1.2.2 All All All

Application Apache Myfaces 1.2.3 All All All

Application Apache Myfaces 1.2.4 All All All

Application Apache Myfaces 1.2.5 All All All

Application Apache Myfaces 1.2.6 All All All

Application Apache Myfaces 1.2.7 All All All

Application Apache Myfaces 1.2.8 All All All

Application Apache Myfaces 2.0.0 All All All

References

Reference Source Link

623799 – (CVE-2010-2057) CVE-2010-2057 Apache MyFaces: encrypted view state does not include MAC CONFIRM bugzilla.redhat.com

[MYFACES-2749] Encrypted View State does not include Message Authentication Code (MAC) - ASF JIRA CONFIRM issues.apache.org

[Apache-SVN] Diff of /myfaces/shared/trunk/core/src/main/java/org/apache/myfaces/shared/util/StateUtils.java CONFIRM svn.apache.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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