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Certain versions of Prewikka from Prelude-technologies contain the
following vulnerability:

setup.py in Prewikka 0.9.14 installs prewikka.conf with world-readable
permissions, which allows local users to obtain the SQL database
password.

CVSS2 Score: 2.1 - LOW

Access
Vector

Access
Complexity

Authentication

LOCAL LOW NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

PARTIAL NONE NONE

CVE References

Description Tags Link

Bug 270056 – bugs.gentoo.org

text/html

 CONFIRM bugs.gentoo.org/show_bug.cgi?id=270056

Gentoo update
for prewikka -
Advisories -
Community

web.archive.org

text/html

 SECUNIA 42820

[SECURITY]
Fedora 9 Update:
prewikka-0.9.14-
2.fc9

www.redhat.com

text/html

 FEDORA FEDORA-2009-3789

Gentoo Linux
Documentation --
Prewikka:
password

security.gentoo.org

text/html

 GENTOO GLSA-201101-07

CVE-2010-2058 has been assigned by  secalert@redhat.com to track the vulnerability
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https://cve.report/CVE-2010-2058.pdf
http://cve.report/software/prelude-technologies/prewikka
http://cve.report/vendor/prelude-technologies
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://bugs.gentoo.org/show_bug.cgi?id=270056
https://web.archive.org/web/2010/http://secunia.com/advisories/42820
https://www.redhat.com/archives/fedora-package-announce/2009-April/msg00771.html
http://security.gentoo.org/glsa/glsa-201101-07.xml
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password
disclosure

IBM X-Force
Exchange

exchange.xforce.ibmcloud.com

text/html

 XF prewikka-setup-information-disclosure(59223)

dev.prelude-
technologies.com

Patch

web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM dev.prelude-
technologies.com/projects/prewikka/repository/revisions/17e38c310410be1b7811152172cda4438936063d

oss-security -
prewikka
permission bug

Patch

www.openwall.com

text/html

 MLIST [oss-security] 20100602 prewikka permission bug

This domain was
registered by
Youdot.io

web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM dev.prelude-
technologies.com/projects/prewikka/repository/revisions/17e38c310410be1b7811152172cda4438936063d/diff/setup.py

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Prelude-technologies Prewikka 0.9.14 All All All

Application Prelude-technologies Prewikka 0.9.14 All All All

No vendor comments have been submitted for this CVE
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