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Summary

CVE CVE-2010-2061

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-29 22:15:00 UTC

Updated 2019-11-05 20:41:00 UTC

Description rpcbind 0.2.0 does not properly validate (1) /tmp/portmap.xdr and (2) /tmp/rpcbind.xdr, which can be created by an attacker before the daemon is started.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rpcbind Project Rpcbind 0.2.0 All All All

Application Rpcbind Project Rpcbind 0.2.0 All All All

References

Reference Source

#583435 - CVE-2010-2061 rpcbind: Insecure handling of state files - Debian Bug report logs MISC

CVE-2010-2061 - Red Hat Customer Portal MISC

CVE-2010-2061 MISC

599697 – (CVE-2010-2061, CVE-2010-2064) CVE-2010-2061 CVE-2010-2064 rpcbind: Insecure (predictable) temporary file use MISC

oss-security - Re: CVE Request -- rpcbind -- Insecure (predictable) temporary file use MLIST

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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