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Summary

CVE CVE-2010-2068

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-18 16:30:00 UTC

Updated 2023-02-13 04:19:00 UTC

Description mod_proxy_http.c in mod_proxy_http in the Apache HTTP Server 2.2.9 through 2.2.15, 2.3.4-alpha, and 2.3.5-alpha on Windows, NetWare, and OS/2, in certain configurations involving proxy worker pools, does not properly detect timeouts, which allows remote attackers to obtain a potentially sensitive response intended for a different client in opportunistic circumstances via a normal HTTP request.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 2.2.10 All All All

Application Apache Http Server 2.2.11 All All All

Application Apache Http Server 2.2.12 All All All

Application Apache Http Server 2.2.13 All All All

Application Apache Http Server 2.2.14 All All All

Application Apache Http Server 2.2.15 All All All

Application Apache Http Server 2.2.9 All All All

Application Apache Http Server 2.3.4 alpha All All

Application Apache Http Server 2.3.5 alpha All All

Application Apache Http Server 2.2.10 All All All

Application Apache Http Server 2.2.11 All All All

Application Apache Http Server 2.2.12 All All All

Application Apache Http Server 2.2.13 All All All

Application Apache Http Server 2.2.14 All All All

Application Apache Http Server 2.2.15 All All All

Application Apache Http Server 2.2.9 All All All

Application Apache Http Server 2.3.4 alpha All All
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Application Apache Http Server 2.3.4 alpha All All

Application Apache Http Server 2.3.5 alpha All All

Operating System Ibm Os2 All All All All

Operating System Ibm Os2 All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Operating System Novell Netware All All All All

Operating System Novell Netware All All All All

References
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IBM OS/400 HTTP Server Two Denial of Service Vulnerabilities - Advisories - Community SECUNIA secunia.com
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HPSBMA02568 HP www.itrc.hp.com

404 Not Found CONFIRM www.apache.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Apache 'mod_proxy_http' Timeout Handling Information Disclosure Vulnerability BID www.securityfocus.com
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Pony Mail! MISC lists.apache.org

SecurityTracker.com Archives - Apache mod_proxy_http May Return Results for a Different Request SECTRACK securitytracker.com

Pony Mail! MISC lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! MISC lists.apache.org

[advisory] httpd Timeout detection flaw (mod_proxy_http) CVE-2010-2068 MISC mail-archives.apache.org

IBM PM16366: mod_proxy_http timeout detection error AIXAPAR www.ibm.com

Pony Mail! MLIST lists.apache.org

[advisory] httpd Timeout detection flaw (mod_proxy_http) CVE-2010-2068 MLIST mail-archives.apache.org

HP System Management Homepage Multiple Vulnerabilities - Advisories - Community SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Pony Mail! MISC lists.apache.org

Pony Mail! MISC lists.apache.org

Repository / Oval Repository OVAL oval.cisecurity.org

httpd 2.2 vulnerabilities - The Apache HTTP Server Project CONFIRM httpd.apache.org

Support / Security / Advisories / / MDVSA-2013:150 | Mandriva MANDRIVA www.mandriva.com

Pony Mail! MISC lists.apache.org

About the security content of Mac OS X v10.6.7 and Security Update 2011-001 CONFIRM support.apple.com

Pony Mail! MISC lists.apache.org

Apache Information Disclosure and Denial of Service Vulnerabilities - Advisories - Community SECUNIA secunia.com

Pony Mail! MLIST lists.apache.org

404 Not Found CONFIRM www.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

Repository / Oval Repository OVAL oval.cisecurity.org

Pony Mail! MLIST lists.apache.org

Pony Mail! MISC lists.apache.org

Pony Mail! MISC lists.apache.org

Pony Mail! MLIST lists.apache.org

'[ANNOUNCEMENT] Apache HTTP Server 2.2.16 Released' - MARC MLIST marc.info

IBM notice: The page you requested cannot be displayed AIXAPAR www-01.ibm.com

Pony Mail! MLIST lists.apache.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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