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Summary

CVE CVE-2010-2070

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-16 20:30:00 UTC

Updated 2018-10-10 19:58:00 UTC

Description arch/ia64/xen/faults.c in Xen 3.4 and 4.0 in Linux kernel 2.6.18, and possibly other kernel versions, when running on IA-64 architectures, allows local users to cause a denial of service and "turn on BE by modifying the user mask of the PSR," as demonstrated via exploitation of CVE-2006-0742.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xensource Xen 3.4.0 All All All

Application Xensource Xen 4.0.0 All All All

Application Xensource Xen 3.4.0 All All All

Application Xensource Xen 4.0.0 All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityFocus BUGTRAQ www.securityfocus.com

xen-4.0-testing.hg: log MISC xenbits.xensource.com

VMSA-2011-0003 CONFIRM www.vmware.com

586415 – (CVE-2010-2070) CVE-2010-2070 /kernel/security/CVE-2006-0742 test cause kernel-xen panic on ia64 CONFIRM bugzilla.redhat.com

65541 OSVDB osvdb.org

oss-security - CVE-2010-2070 kernel-xen: ia64-xen: unset be from the task psr MLIST www.openwall.com

Support REDHAT www.redhat.com

VMware ESX Server Multiple Kernel Vulnerabilities - Advisories - Community SECUNIA secunia.com

Xen 'arch/ia64/xen/faults.c' Local Denial Of Service Vulnerability BID www.securityfocus.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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