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Summary

CVE CVE-2010-2076

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-08-19 18:00:02 UTC

Updated 2026-04-29 01:13:23 UTC

Description Apache CXF 2.0.x before 2.0.13, 2.1.x before 2.1.10, and 2.2.x before 2.2.9, as used in Apache ServiceMix, Apache Camel, Apache Chemistry, Apache jUDDI, Apache Geronimo, and other products, does not properly reject DTDs in SOAP messages, which allows remote attackers to read arbitrary files, send HTTP requests to intranet servers, or cause a denial of service (CPU and memory consumption) via a crafted DTD, as demonstrated by an entity declaration in a request to samples/wsdl_first_pure_xml, a similar issue to CVE-2010-1632.

Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-829 | n/a

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2010-2076/mitre
https://cve.report/CVE-2010-2076/nist
https://cve.report/CVE-2010-2076/cve_org
https://cve.report/api/cve/CVE-2010-2076.json
https://cve.report/CVE-2010-2076.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Cxf All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

Apache Geronimo : 2.2.x Security Report af854a3a-2127-422b-91ae-364da2661108

lists.apache.org/thread.html/rec7160382badd3ef4ad017a22f64a266c7188b9ba71394f0... af854a3a-2127-422b-91ae-364da2661108

Apache CXF XML Document Type Declaration Processing Vulnerability - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Apache Geronimo Multiple Vulnerabilities - Advisories - Community af854a3a-2127-422b-91ae-364da2661108

lists.apache.org/thread.html/rfb87e0bf3995e7d560afeed750fac9329ff5f1ad49da3651... af854a3a-2127-422b-91ae-364da2661108

Apache Geronimo : 2.1.x Security Report af854a3a-2127-422b-91ae-364da2661108

Apache Geronimo : Apache Geronimo v2.1.6 - Released af854a3a-2127-422b-91ae-364da2661108

アコムの審査での必要書類とは af854a3a-2127-422b-91ae-364da2661108

[GERONIMO-5383] CVE-2010-1632 and CVE-2010-2076: Axis2 and CXF HTTP binding enables DTD based XML attacks. - ASF JIRA af854a3a-2127-422b-91ae-364da2661108

svn.apache.org/repos/asf/cxf/trunk/security/CVE-2010-2076.pdf af854a3a-2127-422b-91ae-364da2661108

High

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

http://cve.report/vendor/apache
http://cve.report/software/apache/cxf
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://geronimo.apache.org/22x-security-report.html
https://lists.apache.org/thread.html/rec7160382badd3ef4ad017a22f64a266c7188b9ba71394f0d321e2d4%2540%253Ccommits.cxf.apache.org%253E
http://secunia.com/advisories/40969
http://secunia.com/advisories/41025
https://lists.apache.org/thread.html/rfb87e0bf3995e7d560afeed750fac9329ff5f1ad49da365129b7f89e%2540%253Ccommits.cxf.apache.org%253E
http://geronimo.apache.org/21x-security-report.html
http://geronimo.apache.org/2010/07/21/apache-geronimo-v216-released.html
http://www.listware.net/201006/cxf-users/60160-important-apache-cxf-security-advisory-cve-2010-2076.html
https://issues.apache.org/jira/browse/GERONIMO-5383
http://svn.apache.org/repos/asf/cxf/trunk/security/CVE-2010-2076.pdf


Pony Mail! af854a3a-2127-422b-91ae-364da2661108

Apache Geronimo Multiple Vulnerabilities - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Pony Mail! af854a3a-2127-422b-91ae-364da2661108

Apache CXF XML DTD Processing Security Vulnerability af854a3a-2127-422b-91ae-364da2661108

Pony Mail! af854a3a-2127-422b-91ae-364da2661108

Pony Mail! af854a3a-2127-422b-91ae-364da2661108

Pony Mail! MITRE

Pony Mail! MITRE

Pony Mail! MITRE

Pony Mail! MITRE

Pony Mail! MITRE

Pony Mail! MITRE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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