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CVE CVE-2010-2076
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback
Published 2010-08-19 18:00:02 UTC

Updated 2026-04-29 01:13:23 UTC

/ |

Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-829 | n/a

Version Source Type Score Severity
3.1 nvd@nist.gov Primary 9.8 CRITICAL
2.0 nvd@nist.gov Primary 7.5

JSON API Print: PDF 1)

Description Apache CXF 2.0.x before 2.0.13, 2.1.x before 2.1.10, and 2.2.x before 2.2.9, as used in Apache ServiceMix, Apache Came

Vector

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2010-2076/mitre
https://cve.report/CVE-2010-2076/nist
https://cve.report/CVE-2010-2076/cve_org
https://cve.report/api/cve/CVE-2010-2076.json
https://cve.report/CVE-2010-2076.pdf

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Cxf All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Sou
Apache Geronimo : 2.2.x Security Report af8s
lists.apache.org/thread.html/rec7160382badd3ef4ad017a22f64a266c7188b9ba71394f0... af85
Apache CXF XML Document Type Declaration Processing Vulnerability - Secunia.com af85
Apache Geronimo Multiple Vulnerabilities - Advisories - Community af85
lists.apache.org/thread.html/rfb87e0bf3995e7d560afeed750fac9329ff5f1ad49da3651.... af8s
Apache Geronimo : 2.1.x Security Report af85
Apache Geronimo : Apache Geronimo v2.1.6 - Released af8s
PIALDEETOVESEEIZ af8s
[GERONIMO-5383] CVE-2010-1632 and CVE-2010-2076: Axis2 and CXF HTTP binding enables DTD based XML attacks. - ASF JIRA af85
svn.apache.org/repos/asf/cxf/trunk/security/CVE-2010-2076.pdf af85



http://cve.report/vendor/apache
http://cve.report/software/apache/cxf
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://geronimo.apache.org/22x-security-report.html
https://lists.apache.org/thread.html/rec7160382badd3ef4ad017a22f64a266c7188b9ba71394f0d321e2d4%2540%253Ccommits.cxf.apache.org%253E
http://secunia.com/advisories/40969
http://secunia.com/advisories/41025
https://lists.apache.org/thread.html/rfb87e0bf3995e7d560afeed750fac9329ff5f1ad49da365129b7f89e%2540%253Ccommits.cxf.apache.org%253E
http://geronimo.apache.org/21x-security-report.html
http://geronimo.apache.org/2010/07/21/apache-geronimo-v216-released.html
http://www.listware.net/201006/cxf-users/60160-important-apache-cxf-security-advisory-cve-2010-2076.html
https://issues.apache.org/jira/browse/GERONIMO-5383
http://svn.apache.org/repos/asf/cxf/trunk/security/CVE-2010-2076.pdf

Pony Mail! af85

Apache Geronimo Multiple Vulnerabilities - Secunia.com af85
Pony Mail! af85
Apache CXF XML DTD Processing Security Vulnerability af85
Pony Mail! af85
Pony Mail! af8s
Pony Mail! MITI
Pony Mail! MIT!
Pony Mail! MITI
Pony Mail! MIT!
Pony Mail! MITI
Pony Mail! MIT!
CVE Program record CVE
NVD vulnerability detail NVL
A | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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https://lists.apache.org/thread.html/rd49aabd984ed540c8ff7916d4d79405f3fa311d2fdbcf9ed307839a6%2540%253Ccommits.cxf.apache.org%253E
http://secunia.com/advisories/41016
https://lists.apache.org/thread.html/rc774278135816e7afc943dc9fc78eb0764f2c84a2b96470a0187315c%2540%253Ccommits.cxf.apache.org%253E
http://www.securityfocus.com/bid/42492
https://lists.apache.org/thread.html/r36e44ffc1a9b365327df62cdfaabe85b9a5637de102cea07d79b2dbf%2540%253Ccommits.cxf.apache.org%253E
https://lists.apache.org/thread.html/rff42cfa5e7d75b7c1af0e37589140a8f1999e578a75738740b244bd4%2540%253Ccommits.cxf.apache.org%253E
https://lists.apache.org/thread.html/rc774278135816e7afc943dc9fc78eb0764f2c84a2b96470a0187315c@%253Ccommits.cxf.apache.org%253E
https://lists.apache.org/thread.html/r36e44ffc1a9b365327df62cdfaabe85b9a5637de102cea07d79b2dbf@%253Ccommits.cxf.apache.org%253E
https://lists.apache.org/thread.html/rff42cfa5e7d75b7c1af0e37589140a8f1999e578a75738740b244bd4@%253Ccommits.cxf.apache.org%253E
https://lists.apache.org/thread.html/rd49aabd984ed540c8ff7916d4d79405f3fa311d2fdbcf9ed307839a6@%253Ccommits.cxf.apache.org%253E
https://lists.apache.org/thread.html/rec7160382badd3ef4ad017a22f64a266c7188b9ba71394f0d321e2d4@%253Ccommits.cxf.apache.org%253E
https://lists.apache.org/thread.html/rfb87e0bf3995e7d560afeed750fac9329ff5f1ad49da365129b7f89e@%253Ccommits.cxf.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2010-2076
https://nvd.nist.gov/vuln/detail/CVE-2010-2076
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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