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Summary

CVE CVE-2010-2086

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-05-27 19:00:00 UTC

Updated 2010-05-28 04:00:00 UTC

Description Apache MyFaces 1.1.7 and 1.2.8, as used in IBM WebSphere Application Server and other applications, does not properly handle an unencrypted view state, which allows remote attackers to conduct cross-site scripting (XSS) attacks or execute arbitrary Expression Language (EL) statements via vectors that involve modifying the serialized view object.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Myfaces 1.1.7 All All All

Application Apache Myfaces 1.2.8 All All All

Application Apache Myfaces 1.1.7 All All All

Application Apache Myfaces 1.2.8 All All All

References

Reference Source Link Tags

www.blackhat.com/presentations/bh-dc-10/Byrne_David/BlackHat-DC-2010-Byrne-SGU... MISC www.blackhat.com

404 Not Found | Trustwave MISC www.trustwave.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

997272 Java (Maven) Security Update for org.apache.myfaces.core:myfaces-core-module (GHSA-92cv-wv2c-8899)
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