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CVE-2010-2098

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNCUAUNCPIPIAP Certain versions of E107 from E107 contain the following vulnerability:

Incomplete blacklist vulnerability in usersettings.php in €107 0.7.20 and
earlier allows remote attackers to conduct SQL injection attacks via the
loginname parameter.

CVE-2010-2098 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
404 Not Found (® CONFIRM
e107.svn.sourceforge.net/viewvc/e107/trunk/e107_0.7/usersettings.php?
r1=11538&r2=11541
MOPS-2010-029: CMSQlite ¢ (D) MISC php-security.org/2010/05/15/mops-2010-029-cmsqlite-c-
Parameter SQL Injection parameter-sgl-injection-vulnerability/index.html
Vulnerability « the Month of PHP
Security
404 Not Found ( CONFIRM
[ text/html | e107.svn.sourceforge.net/viewvc/e107/trunk/e107_0.7/usersettings.php?
r1=11521&r2=11538
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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