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Summary

CVE CVE-2010-2191

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-08 00:30:01 UTC

Updated 2026-04-29 01:13:23 UTC

Description The (1) parse_str, (2) preg_match, (3) unpack, and (4) pack functions; the (5) ZEND_FETCH_RW, (6) ZEND_CONCAT, and (7) ZEND_ASSIGN_CONCAT opcodes; and the (8) ArrayObject::uasort method in PHP 5.2 through 5.2.13 and 5.3 through 5.3.2 allow context-dependent attackers to obtain sensitive information (memory contents) or trigger memory corruption by causing a userspace interruption of an internal function or handler. 

Risk And Classification

Primary CVSS: v2.0 6.4 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:N

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:P/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 5.2.0 All All All

Application Php Php 5.2.1 All All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

None
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Application Php Php 5.2.1 All All All

Application Php Php 5.2.10 All All All

Application Php Php 5.2.11 All All All

Application Php Php 5.2.12 All All All

Application Php Php 5.2.13 All All All

Application Php Php 5.2.2 All All All

Application Php Php 5.2.3 All All All

Application Php Php 5.2.4 All All All

Application Php Php 5.2.5 All All All

Application Php Php 5.2.6 All All All

Application Php Php 5.2.7 All All All

Application Php Php 5.2.8 All All All

Application Php Php 5.2.9 All All All

Application Php Php 5.3.0 All All All

Application Php Php 5.3.1 All All All

Application Php Php 5.3.2 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:018

MOPS-2010-049: PHP parse_str() Interruption Memory Corruption Vulnerability « the Month of PHP Security

MOPS-2010-052: PHP pack() Interruption Information Leak Vulnerability « the Month of PHP Security

MOPS-2010-055: PHP ArrayObject::uasort() Interruption Memory Corruption Vulnerability « the Month of PHP Security

MOPS-2010-050: PHP preg_match() Interruption Information Leak Vulnerability « the Month of PHP Security

MOPS-2010-054: PHP ZEND_CONCAT/ZEND_ASSIGN_CONCAT Opcode Interruption Information Leak and Memory Corruption Vulnerability « 

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:017

MOPS-2010-053: PHP ZEND_FETCH_RW Opcode Interruption Information Leak Vulnerability « the Month of PHP Security

MOPS-2010-051: PHP unpack() Interruption Information Leak Vulnerability « the Month of PHP Security

IBM X-Force Exchange

'[security bulletin] HPSBOV02763 SSRT100826 rev.1 - HP Secure Web Server (SWS) for OpenVMS running PH' - MARC
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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