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Summary

CVE CVE-2010-2199

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-08 18:30:00 UTC

Updated 2017-08-17 01:32:00 UTC

Description lib/fsm.c in RPM 4.8.0 and earlier does not properly reset the metadata of an executable file during replacement of the file in an RPM package upgrade or deletion of the file in an RPM package removal, which might allow local users to bypass intended access restrictions by creating a hard link to a vulnerable file that has a POSIX ACL, a related issue to CVE-2010-2059.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rpm Rpm 1.2 All All All

Application Rpm Rpm 1.3 All All All

Application Rpm Rpm 1.3.1 All All All

Application Rpm Rpm 1.4 All All All

Application Rpm Rpm 1.4.2 All All All

Application Rpm Rpm 1.4.2/a All All All

Application Rpm Rpm 1.4.2\/a All All All

Application Rpm Rpm 1.4.3 All All All

Application Rpm Rpm 1.4.4 All All All

Application Rpm Rpm 1.4.5 All All All

Application Rpm Rpm 1.4.6 All All All

Application Rpm Rpm 1.4.7 All All All

Application Rpm Rpm 2..4.10 All All All

Application Rpm Rpm 2.0 All All All

Application Rpm Rpm 2.0.1 All All All

Application Rpm Rpm 2.0.10 All All All

Application Rpm Rpm 2.0.11 All All All
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Application Rpm Rpm 2.0.11 All All All

Application Rpm Rpm 2.0.2 All All All

Application Rpm Rpm 2.0.3 All All All

Application Rpm Rpm 2.0.4 All All All

Application Rpm Rpm 2.0.5 All All All

Application Rpm Rpm 2.0.6 All All All

Application Rpm Rpm 2.0.7 All All All

Application Rpm Rpm 2.0.8 All All All

Application Rpm Rpm 2.0.9 All All All

Application Rpm Rpm 2.1 All All All

Application Rpm Rpm 2.1.1 All All All

Application Rpm Rpm 2.1.2 All All All

Application Rpm Rpm 2.2 All All All

Application Rpm Rpm 2.2.1 All All All

Application Rpm Rpm 2.2.10 All All All

Application Rpm Rpm 2.2.11 All All All

Application Rpm Rpm 2.2.2 All All All

Application Rpm Rpm 2.2.3 All All All

Application Rpm Rpm 2.2.3.10 All All All

Application Rpm Rpm 2.2.3.11 All All All

Application Rpm Rpm 2.2.4 All All All

Application Rpm Rpm 2.2.5 All All All

Application Rpm Rpm 2.2.6 All All All

Application Rpm Rpm 2.2.7 All All All

Application Rpm Rpm 2.2.8 All All All

Application Rpm Rpm 2.2.9 All All All

Application Rpm Rpm 2.3 All All All

Application Rpm Rpm 2.3.1 All All All

Application Rpm Rpm 2.3.2 All All All

Application Rpm Rpm 2.3.3 All All All

Application Rpm Rpm 2.3.4 All All All

Application Rpm Rpm 2.3.5 All All All

Application Rpm Rpm 2.3.6 All All All

Application Rpm Rpm 2.3.7 All All All

Application Rpm Rpm 2.3.8 All All All

Application Rpm Rpm 2.3.9 All All All
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Application Rpm Rpm 2.4.1 All All All

Application Rpm Rpm 2.4.11 All All All

Application Rpm Rpm 2.4.12 All All All

Application Rpm Rpm 2.4.2 All All All

Application Rpm Rpm 2.4.3 All All All

Application Rpm Rpm 2.4.4 All All All

Application Rpm Rpm 2.4.5 All All All

Application Rpm Rpm 2.4.6 All All All

Application Rpm Rpm 2.4.8 All All All

Application Rpm Rpm 2.4.9 All All All

Application Rpm Rpm 2.5 All All All

Application Rpm Rpm 2.5.1 All All All

Application Rpm Rpm 2.5.2 All All All

Application Rpm Rpm 2.5.3 All All All

Application Rpm Rpm 2.5.4 All All All

Application Rpm Rpm 2.5.5 All All All

Application Rpm Rpm 2.5.6 All All All

Application Rpm Rpm 2.6.7 All All All

Application Rpm Rpm 3.0 All All All

Application Rpm Rpm 3.0.1 All All All

Application Rpm Rpm 3.0.2 All All All

Application Rpm Rpm 3.0.3 All All All

Application Rpm Rpm 3.0.4 All All All

Application Rpm Rpm 3.0.5 All All All

Application Rpm Rpm 3.0.6 All All All

Application Rpm Rpm 4.0. All All All

Application Rpm Rpm 4.0.1 All All All

Application Rpm Rpm 4.0.2 All All All

Application Rpm Rpm 4.0.3 All All All

Application Rpm Rpm 4.0.4 All All All

Application Rpm Rpm 4.1 All All All

Application Rpm Rpm 4.3.3 All All All

Application Rpm Rpm 4.4.2 All All All

Application Rpm Rpm 4.4.2.1 All All All

Application Rpm Rpm 4.4.2.2 All All All

Application Rpm Rpm 4.4.2.3 All All All
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Application Rpm Rpm 4.4.2.3 All All All

Application Rpm Rpm 4.6.0 All All All

Application Rpm Rpm 4.6.1 All All All

Application Rpm Rpm 4.7.0 All All All

Application Rpm Rpm 4.7.1 All All All

Application Rpm Rpm 4.7.2 All All All

Application Rpm Rpm 1.2 All All All

Application Rpm Rpm 1.3 All All All

Application Rpm Rpm 1.3.1 All All All

Application Rpm Rpm 1.4 All All All

Application Rpm Rpm 1.4.2 All All All

Application Rpm Rpm 1.4.2\/a All All All

Application Rpm Rpm 1.4.3 All All All

Application Rpm Rpm 1.4.4 All All All

Application Rpm Rpm 1.4.5 All All All

Application Rpm Rpm 1.4.6 All All All

Application Rpm Rpm 1.4.7 All All All

Application Rpm Rpm 2..4.10 All All All

Application Rpm Rpm 2.0 All All All

Application Rpm Rpm 2.0.1 All All All

Application Rpm Rpm 2.0.10 All All All

Application Rpm Rpm 2.0.11 All All All

Application Rpm Rpm 2.0.2 All All All

Application Rpm Rpm 2.0.3 All All All

Application Rpm Rpm 2.0.4 All All All

Application Rpm Rpm 2.0.5 All All All

Application Rpm Rpm 2.0.6 All All All

Application Rpm Rpm 2.0.7 All All All

Application Rpm Rpm 2.0.8 All All All

Application Rpm Rpm 2.0.9 All All All

Application Rpm Rpm 2.1 All All All

Application Rpm Rpm 2.1.1 All All All

Application Rpm Rpm 2.1.2 All All All

Application Rpm Rpm 2.2 All All All

Application Rpm Rpm 2.2.1 All All All

Application Rpm Rpm 2.2.10 All All All
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Application Rpm Rpm 2.2.11 All All All

Application Rpm Rpm 2.2.2 All All All

Application Rpm Rpm 2.2.3 All All All

Application Rpm Rpm 2.2.3.10 All All All

Application Rpm Rpm 2.2.3.11 All All All

Application Rpm Rpm 2.2.4 All All All

Application Rpm Rpm 2.2.5 All All All

Application Rpm Rpm 2.2.6 All All All

Application Rpm Rpm 2.2.7 All All All

Application Rpm Rpm 2.2.8 All All All

Application Rpm Rpm 2.2.9 All All All

Application Rpm Rpm 2.3 All All All

Application Rpm Rpm 2.3.1 All All All

Application Rpm Rpm 2.3.2 All All All

Application Rpm Rpm 2.3.3 All All All

Application Rpm Rpm 2.3.4 All All All

Application Rpm Rpm 2.3.5 All All All

Application Rpm Rpm 2.3.6 All All All

Application Rpm Rpm 2.3.7 All All All

Application Rpm Rpm 2.3.8 All All All

Application Rpm Rpm 2.3.9 All All All

Application Rpm Rpm 2.4.1 All All All

Application Rpm Rpm 2.4.11 All All All

Application Rpm Rpm 2.4.12 All All All

Application Rpm Rpm 2.4.2 All All All

Application Rpm Rpm 2.4.3 All All All

Application Rpm Rpm 2.4.4 All All All

Application Rpm Rpm 2.4.5 All All All

Application Rpm Rpm 2.4.6 All All All

Application Rpm Rpm 2.4.8 All All All

Application Rpm Rpm 2.4.9 All All All

Application Rpm Rpm 2.5 All All All

Application Rpm Rpm 2.5.1 All All All

Application Rpm Rpm 2.5.2 All All All

Application Rpm Rpm 2.5.3 All All All
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Application Rpm Rpm 2.5.4 All All All

Application Rpm Rpm 2.5.5 All All All

Application Rpm Rpm 2.5.6 All All All

Application Rpm Rpm 2.6.7 All All All

Application Rpm Rpm 3.0 All All All

Application Rpm Rpm 3.0.1 All All All

Application Rpm Rpm 3.0.2 All All All

Application Rpm Rpm 3.0.3 All All All

Application Rpm Rpm 3.0.4 All All All

Application Rpm Rpm 3.0.5 All All All

Application Rpm Rpm 3.0.6 All All All

Application Rpm Rpm 4.0. All All All

Application Rpm Rpm 4.0.1 All All All

Application Rpm Rpm 4.0.2 All All All

Application Rpm Rpm 4.0.3 All All All

Application Rpm Rpm 4.0.4 All All All

Application Rpm Rpm 4.1 All All All

Application Rpm Rpm 4.3.3 All All All

Application Rpm Rpm 4.4.2 All All All

Application Rpm Rpm 4.4.2.1 All All All

Application Rpm Rpm 4.4.2.2 All All All

Application Rpm Rpm 4.4.2.3 All All All

Application Rpm Rpm 4.6.0 All All All

Application Rpm Rpm 4.6.1 All All All

Application Rpm Rpm 4.7.0 All All All

Application Rpm Rpm 4.7.1 All All All

Application Rpm Rpm 4.7.2 All All All

Application Rpm Rpm All All All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Bug 125517 – CVE-2005-4889 rpm: Updates leave hardlinked copies untouched. CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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