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Summary

CVE CVE-2010-2223

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-24 17:30:00 UTC

Updated 2010-06-25 04:00:00 UTC

Description Virtual Desktop Server Manager (VDSM) in Red Hat Enterprise Virtualization Hypervisor (aka RHEV-H or rhev-hypervisor) before 5.5-2.2 does not properly perform VM post-zeroing after the removal of a virtual machine's data, which allows guest OS users to obtain sensitive information by examining the disk blocks associated with a deleted virtual machine.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Enterprise Virtualization Hypervisor All All All All

References

Reference

Red Hat Customer Portal

SecurityTracker.com Archives - Red Hat Virtual Desktop Server Manager Lets Local Users Obtain Potentially Sensitive Information From Deleted Virtual Machines

Red Hat Customer Portal

Red Hat Enterprise Virtualization Hypervisor VDM Information Disclosure Vulnerability

604752 – (CVE-2010-2223) CVE-2010-2223 vdsm: missing VM post-zeroing after removal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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