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Summary

CVE CVE-2010-2224

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-24 17:30:00 UTC

Updated 2013-01-15 05:00:00 UTC

Description The snapshot merging functionality in Red Hat Enterprise Virtualization Manager (aka RHEV-M) before 2.2 does not properly pass the postzero parameter during operations on deleted volumes, which allows guest OS users to obtain sensitive information by examining the disk blocks associated with a deleted virtual machine.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Virtualization Manager All All All All

References

Reference Source Link

Red Hat Customer Portal REDHAT rhn.redhat.com

Red Hat Enterprise Virtualization Manager Postzero Parameter Information Disclosure Vulnerability BID www.securityfocus.com

606774 – (CVE-2010-2224) CVE-2010-2224 rhev-m: merge snapshot does not pass postzero parameter for deleted volumes CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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