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Use-after-free vulnerability in the SplObjectStorage unserializer in PHP 5.2.x and 5.3.x through 5.3.2 allows remote attacke

| 1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 5.2.0 All All All
Php Php 5.2.1 All All All
Php Php 5.2.10 All All All
Php Php 5.2.11 All All All
Php Php 5.2.12 All All All
Php Php 5.2.13 All All All
Php Php 5.2.2 All All All
Php Php 5.2.3 All All All
Php Php 5.2.4 All All Al
Php Php 525 All All All
Php Php 5.2.6 All All All
Php Php 527 All All All
Php Php 5.2.8 All All All
Php Php 5.2.9 All All Al
Php Php 5.3.0 All All All
Php Php 5.3.1 All All All
Php Php 532 All All All
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Application Php Php 5.2.0 All All All
Application Php Php 5.2.1 All All All
Application Php Php 5.2.10 All All All
Application Php Php 5.2.11 All All All
Application Php Php 5.2.12 All All All
Application Php Php 5.2.13 All All All
Application Php Php 5.2.2 All All All
Application Php Php 5.2.3 All All All
Application Php Php 5.2.4 All All All
Application Php Php 5.2.5 All All All
Application Php Php 5.2.6 All All All
Application Php Php 5.2.7 All All All
Application Php Php 5.2.8 All All All
Application Php Php 5.2.9 All All All
Application Php Php 5.3.0 All All All
Application Php Php 5.3.1 All All All
Application Php Php 5.3.2 All All All
Reference

Stefan Esser on Twitter: "Teaser for my talk tomorrow about a 0-day in PHP at #SyScan Singapore 2010 - http://pastebin.com/mXGidCsd"
IBM X-Force Exchange

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:017

Debian -- Security Information -- DSA-2089-1 php5

"[security bulletin] HPSBOV02763 SSRT100826 rev.1 - HP Secure Web Server (SWS) for OpenVMS running PH' - MARC
[security-announce] SUSE Security Summary Report: SUSE-SR:2010:018

APPLE-SA-2010-08-24-1 Security Update 2010-005

Bug 605641 — CVE-2010-2225 php: SplObjectStorage unserialization flaws (MOPS-2010-061)

PHP 'SplObjectStorage' Unserializer Arbitrary Code Execution Vulnerability

Stefan Esser on Twitter: "The 0-day | showed at SyScan Singapore was a use-after-free vulnerability in PHP's unserialize().Unserializing user
About Security Update 2010-005

Debian update for php5 - Advisories - Community

$ /exploit.py -h http://t.tes - SyScan 2010 - PHP 0-day - mXGidCsd - Pastebin.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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