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The monitoring probe display in spacewalk-java before 2.1.148-1 and Red Hat Network (RHN) Satellite 4.0.0 through 4.2.0
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Redhat Network Proxy 53 All All All
Redhat Network Proxy 5.3 All All All
Redhat Network Satellite 4.0 All All All
Redhat Network Satellite 4.1 All All All
Redhat Network Satellite 4.2 All All All
Redhat Network Satellite 5.1 All All All
Redhat Network Satellite 5.2 All All All
Redhat Network Satellite 5.3 All All All
Redhat Network Satellite 4.0 All All All
Redhat Network Satellite 4.1 All All All
Redhat Network Satellite 4.2 All All All
Redhat Network Satellite 5.1 All All All
Redhat Network Satellite 5.2 All All All
Redhat Network Satellite 5.3 All All All
Redhat Satellite 4.0 All All All
Redhat Satellite 41 All All All
Redhat Satellite 4.2 All All All
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Application Redhat Satellite 5.1 All All All

Application Redhat Satellite 5.2 All All All

Application Redhat Satellite 5.3 All All All

Application Redhat Spacewalk-java All All All All

Reference Source Link
Attachment 819987 Details for Bug 607712 — Sanitize backticks in probes MISC bugzil
SUSE-SU-2014:0222-1 SUSE WWW.¢
Security Advisory SA56952 - SUSE update for Multiple Spacewalk Packages - Secunia SECUNIA  secun
spacewalk.git - Spacewalk is an open source Linux and Solaris systems management solution. CONFIRM git.fec
Infrastructure/Fedorahosted-retirement - Fedora Project Wiki CONFIRM qgit.fec

607712 — (CVE-2010-2236) CVE-2010-2236 RHN Satellite / Proxy: Improper monitoring probes input sanitization (ACE) CONFIRM  bugzil
CVE Program record CVE.ORG www.(

NVD vulnerability detail NVD nvd.ni
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/vendor/redhat
http://cve.report/software/redhat/satellite
http://cve.report/vendor/redhat
http://cve.report/software/redhat/satellite
http://cve.report/vendor/redhat
http://cve.report/software/redhat/satellite
http://cve.report/vendor/redhat
http://cve.report/software/redhat/spacewalk-java
https://bugzilla.redhat.com/attachment.cgi?id=819987&action=diff
https://www.suse.com/support/update/announcement/2014/suse-su-20140222-1.html
http://secunia.com/advisories/56952
https://git.fedorahosted.org/cgit/spacewalk.git/commit/?id=18c70164285cae0660fa3ac55c6656bb19b3b13f
https://git.fedorahosted.org/cgit/spacewalk.git/commit/?id=c41c87a9dc9dac771eb761dd63ada05b2f9104f9
https://bugzilla.redhat.com/show_bug.cgi?id=607712
https://www.cve.org/CVERecord?id=CVE-2010-2236
https://nvd.nist.gov/vuln/detail/CVE-2010-2236
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2010-2236
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


