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Summary

CVE CVE-2010-2238

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-08-19 18:00:00 UTC

Updated 2010-10-30 04:00:00 UTC

Description Red Hat libvirt, possibly 0.7.2 through 0.8.2, recurses into disk-image backing stores without extracting the defined disk backing-store format, which might allow guest OS users to read arbitrary files on the host OS, and possibly have unspecified other impact, via unknown vectors.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libvirt Libvirt 0.7.2 All All All

Application Libvirt Libvirt 0.7.3 All All All

Application Libvirt Libvirt 0.7.4 All All All

Application Libvirt Libvirt 0.7.5 All All All

Application Libvirt Libvirt 0.7.6 All All All

Application Libvirt Libvirt 0.7.7 All All All

Application Libvirt Libvirt 0.8.0 All All All

Application Libvirt Libvirt 0.8.1 All All All

Application Libvirt Libvirt 0.8.2 All All All

Application Libvirt Libvirt 0.7.2 All All All

Application Libvirt Libvirt 0.7.3 All All All

Application Libvirt Libvirt 0.7.4 All All All

Application Libvirt Libvirt 0.7.5 All All All

Application Libvirt Libvirt 0.7.6 All All All

Application Libvirt Libvirt 0.7.7 All All All

Application Libvirt Libvirt 0.8.0 All All All

Application Libvirt Libvirt 0.8.1 All All All
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Application Libvirt Libvirt 0.8.1 All All All

Application Libvirt Libvirt 0.8.2 All All All

References

Reference Source

[SECURITY] Fedora 13 Update: libvirt-0.8.2-1.fc13 FEDORA

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:017 SUSE

[SECURITY] Fedora 12 Update: libvirt-0.8.2-1.fc12 FEDORA

USN-1008-1: libvirt vulnerabilities | Ubuntu UBUNTU

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

libvirt: Releases MISC

USN-1008-3: libvirt update | Ubuntu UBUNTU

Bug 607811 – CVE-2010-2238 libvirt: ignoring defined disk backing store format when recursing into disk image backing stores CONFIRM

USN-1008-2: Virtinst update | Ubuntu UBUNTU

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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