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Summary

CVE CVE-2010-2241

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-08-17 20:00:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description The (1) setup-ds.pl and (2) setup-ds-admin.pl setup scripts for Red Hat Directory Server 8 before 8.2 use world-readable permissions when creating cache files, which allows local users to obtain sensitive information including passwords for Directory and Administration Server administrative accounts.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Directory Server 8.0 All All All

Application Redhat Directory Server 8.1 All All All

Application Redhat Directory Server 8.0 All All All

Application Redhat Directory Server 8.1 All All All

References

Reference Source

66962 OSVDB

608032 – (CVE-2010-2241) CVE-2010-2241 redhat-ds: setup script insecure .inf file permissions CONFIRM

Red Hat Customer Portal REDHAT

SecurityTracker.com Archives - Red Hat Directory Server Weak File Permissions Lets Local Users Obtain Administrative Passwords SECTRACK

Red Hat Directory Server Setup Scripts Insecure Cache File Permissions - Advisories - Community SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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