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feh before 1.8, when the --wget-timestamp option is enabled, might allow remote attackers to execute arbitrary commands

Risk And Classification

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Feh Project
Feh Project
Feh Project
Feh Project
Feh Project
Feh Project
Feh Project
Feh Project
Feh Project
Feh Project
Feh Project
Feh Project
Feh Project
Feh Project
Feh Project
Feh Project

Feh Project

Product

Feh

Feh

Feh

Feh

Feh

Feh

Feh

Feh

Feh

Feh

Feh

Feh

Feh

Feh

Feh

Feh

Feh

Version

0.5.0

0.6.4

0.7.0

1.21

1.2.3

1.2.5

1.2.6

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2010-2246/mitre
https://cve.report/CVE-2010-2246/nist
https://cve.report/CVE-2010-2246/cve_org
https://cve.report/api/cve/CVE-2010-2246.json
https://cve.report/CVE-2010-2246.pdf
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh

Application Feh Project Feh 142 All All All
Application Feh Project Feh 1.4.3 All All All
Application Feh Project Feh 15 All All All
Application Feh Project Feh 1.6 All All All
Application Feh Project Feh 1.6.1 All All All
Application Feh Project Feh 0.5.0 All All All
Application Feh Project Feh 0.6.4 All All All
Application Feh Project Feh 0.7.0 All All All
Application Feh Project Feh 0.9.9 All All All
Application Feh Project Feh 1.1.0 All All All
Application Feh Project Feh 1.2.0 All All All
Application Feh Project Feh 1.2.1 All All All
Application Feh Project Feh 1.2.3 All All All
Application Feh Project Feh 125 All All All
Application Feh Project Feh 1.2.6 All All All
Application Feh Project Feh 1.2.7 All All All
Application Feh Project Feh 1.3.0 All All All
Application Feh Project Feh 1.3.1 All All All
Application Feh Project Feh 1.3.3 All All All
Application Feh Project Feh 135 All All All
Application Feh Project Feh 1.4 All All All
Application Feh Project Feh 1.4.1 All All All
Application Feh Project Feh 1.4.2 All All All
Application Feh Project Feh 143 All All All
Application Feh Project Feh 1.5 All All All
Application Feh Project Feh 1.6 All All All
Application Feh Project Feh 1.6.1 All All All
Application Feh Project Feh All All All All
Reference Source Link Tags

How to Switch a Blocked Domain in Google within 8 hours (Case Study) - Mikula Beutl CONFIRM  derf.nomelinux.org
oss-security - CVE request: feh MLIST openwall.com Exploit
oss-security - Re: CVE request: feh MLIST openwall.com Exploit

feh '--wget-timestamp' Remote Code Execution Vulnerability BID www.securityfocus.com  Exploit



http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://cve.report/vendor/feh_project
http://cve.report/software/feh_project/feh
http://derf.homelinux.org/git/feh/plain/ChangeLog
http://openwall.com/lists/oss-security/2010/06/25/4
http://openwall.com/lists/oss-security/2010/06/28/4
http://www.securityfocus.com/bid/41161

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, an

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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