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CVE CVE-2010-2248
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-09-07 17:00:00 UTC
Updated 2023-02-13 04:21:00 UTC
Description fs/cifs/cifssmb.c in the CIFS implementation in the Linux kernel before 2.6.34-rc4 allows remote attackers to cause a denial

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 2.6.0 All All All
Operating System Linux Linux Kernel 2.6.1 All All All
Operating System Linux Linux Kernel 2.6.10 All All All
Operating System Linux Linux Kernel 2.6.11 All All All
Operating System Linux Linux Kernel 2.6.11.1 All All All
Operating System Linux Linux Kernel 2.6.11.10 All All All
Operating System Linux Linux Kernel 2.6.11.11 All All All
Operating System Linux Linux Kernel 2.6.11.12 All All All
Operating System Linux Linux Kernel 2.6.11.2 All All All
Operating System Linux Linux Kernel 2.6.11.3 All All All
Operating System Linux Linux Kernel 2.6.11.4 All All All
Operating System Linux Linux Kernel 2.6.11.5 All All All
Operating System Linux Linux Kernel 2.6.11.6 All All All
Operating System Linux Linux Kernel 2.6.11.7 All All All
Operating System Linux Linux Kernel 2.6.11.8 All All All
Operating System Linux Linux Kernel 2.6.11.9 All All All
Operating System Linux Linux Kernel 2.6.12 All All All
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Operating System Linux Linux Kernel 2.6.24 rc2 All All

Operating System Linux Linux Kernel 2.6.24 rc3 All All

Operating System Linux Linux Kernel 2.6.24 rc4 All All

Operating System Linux Linux Kernel 2.6.24 rch All All

Operating System Linux Linux Kernel 2.6.3 All All All

Operating System Linux Linux Kernel 2.6.32 All All All

Operating System Linux Linux Kernel 2.6.32.1 All All All

Operating System Linux Linux Kernel 2.6.32.2 All All All

Operating System Linux Linux Kernel 2.6.32.3 All All All

Operating System Linux Linux Kernel 2.6.32.4 All All All

Operating System Linux Linux Kernel 2.6.33 All All All

Operating System Linux Linux Kernel 2.6.33 rcl All All

Operating System Linux Linux Kernel 2.6.33 rc2 All All

Operating System Linux Linux Kernel 2.6.33 rc3 All All

Operating System Linux Linux Kernel 2.6.33 rc4 All All

Operating System Linux Linux Kernel 2.6.33 rcs All All

Operating System Linux Linux Kernel 2.6.33 rcé All All

Operating System Linux Linux Kernel 2.6.33.1 All All All

Operating System Linux Linux Kernel 2.6.33.2 All All All

Operating System Linux Linux Kernel 2.6.34 rcl All All

Operating System Linux Linux Kernel 2.6.34 rc2 All All

Operating System Linux Linux Kernel 2.6.4 All All All

Operating System Linux Linux Kernel 2.6.5 All All All

Operating System Linux Linux Kernel 2.6.6 All All All

Operating System Linux Linux Kernel 2.6.7 All All All

Operating System Linux Linux Kernel 2.6.8 All All All

Operating System Linux Linux Kernel 2.6.8.1 All All All

Operating System Linux Linux Kernel 2.6.9 All All All

Operating System Linux Linux Kernel All rc3 All All

Reference Source Link

Bug 608583 — CVE-2010-2248 kernel: cifs: Fix a kernel BUG with remote OS/2 server CONFIRM bugzilla.redha
Red Hat Customer Portal MISC access.redhat
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat
SecurityFocus BUGTRAQ  www.securityf
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oss-security - CVE request - kernel: cifs: Fix a kernel BUG with remote OS/2 server
404: File not found

USN-1000-1: Linux kernel vulnerabilities | Ubuntu

Linux Kernel CIFS 'CIFSSMBWrite()' Remote Denial of Service Vulnerability

Support

oss-security - Re: CVE request - kernel: cifs: Fix a kernel BUG with remote OS/2 server
SecurityTracker.com Archives - Linux Kernel Flaw in CIFS CIFSSMBWrite() Lets Remote Users Deny Service
Support / Security / Advisories / / MDVSA-2010:198 | Mandriva

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20
rhn.redhat.com | Red Hat Support

VMware ESX Server Multiple Kernel Vulnerabilities - Advisories - Community
mandriva.com

Debian -- Security Information -- DSA-2094-1 linux-2.6

kernel/git/torvalds/linux.git - Linux kernel source tree
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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