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CVE CVE-2010-2252
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-07-06 17:17:13 UTC
Updated 2026-04-29 01:13:23 UTC
Description GNU Wget 1.12 and earlier uses a server-provided filename instead of the original URL to determine the destination filenan

/ ]

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:P/I:P/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Wget 1.10 All All All


https://cve.report/
https://cve.report/CVE-2010-2252/mitre
https://cve.report/CVE-2010-2252/nist
https://cve.report/CVE-2010-2252/cve_org
https://cve.report/api/cve/CVE-2010-2252.json
https://cve.report/CVE-2010-2252.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/wget

Application Gnu Wget 1.10.1 All All
Application Gnu Wget 1.10.2 All All
Application Gnu Wget 1.11 All All
Application Gnu Wget 1.11.1 All All
Application Gnu Wget 1.11.2 All All
Application Gnu Wget 1.11.3 All All
Application Gnu Wget 1.11.4 All All
Application Gnu Wget 1.5.3 All All
Application Gnu Wget 1.6 All All
Application Gnu Woget 1.7 All All
Application Gnu Wget 1.7.1 All All
Application Gnu Woget 1.8 All All
Application Gnu Woget 1.8.1 All All
Application Gnu Wget 1.8.2 All All
Application Gnu Wget 1.9 All All
Application Gnu Woget 1.91 All All
Application Gnu Wget All All All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

'Re: [oss-security] [0CERT-2010-001] multiple http client unexpected' - MARC

Red Hat Customer Portal

'Re: [oss-security] [0CERT-2010-001] multiple http client unexpected download filename vulnerability' - MARC
'Re: [oss-security] [0CERT-2010-001] multiple http client unexpected download filename vulnerability' - MARC
'[oss-security] [0CERT-2010-001] multiple http client unexpected download filename' - MARC

'Re: [oss-security] [0CERT-2010-001] multiple http client unexpected download filename vulnerability' - MARC
Re: [Bug-wget] security risk of unexpected download filenames

Re: [Bug-wget] security risk of unexpected download filenames

Re: [Bug-wget] security risk of unexpected download filenames

0oCERT.org - oCERT Advisories

Bug 602797 — CVE-2010-2252 wget: multiple HTTP client download filename vulnerability [OCERT 2010-001]

Re: [Bug-wget] security risk of unexpected download filenames
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://marc.info/?l=oss-security&m=127611288927500&w=2
http://rhn.redhat.com/errata/RHSA-2014-0151.html
http://marc.info/?l=oss-security&m=127416905831994&w=2
http://marc.info/?l=oss-security&m=127441275821210&w=2
http://marc.info/?l=oss-security&m=127411372529485&w=2
http://marc.info/?l=oss-security&m=127432968701342&w=2
http://lists.gnu.org/archive/html/bug-wget/2010-05/msg00031.html
http://lists.gnu.org/archive/html/bug-wget/2010-05/msg00033.html
http://lists.gnu.org/archive/html/bug-wget/2010-05/msg00032.html
http://www.ocert.org/advisories/ocert-2010-001.html
https://bugzilla.redhat.com/show_bug.cgi?id=602797
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GNU Wget CVE-2010-2252 Arbitrary File Overwrite Vulnerability af854a3a-2127-422b-91ae-3
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'Re: [oss-security] [0CERT-2010-001] multiple http client unexpected download filename vulnerability' - MARC  af854a3a-2127-422b-91ae-3

[Bug-wget] security risk of unexpected download filenames af854a3a-2127-422b-91ae-3
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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