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Summary

CVE CVE-2010-2265

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-15 14:04:00 UTC

Updated 2019-02-26 14:04:00 UTC

Description Cross-site scripting (XSS) vulnerability in the GetServerName function in sysinfo/commonFunc.js in Microsoft Windows Help and Support Center for Windows XP and Windows Server 2003 allows remote attackers to inject arbitrary web script or HTML via the svr parameter to sysinfo/sysinfomain.htm. 

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows 2003 Server All sp2 All All

Operating System Microsoft Windows 2003 Server All sp2 itanium All

Operating System Microsoft Windows 2003 Server All sp2 All All

Operating System Microsoft Windows 2003 Server All sp2 itanium All

Operating System Microsoft Windows Server 2003 All sp2 All All

Operating System Microsoft Windows Server 2003 All sp2 All All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp3 All All

Operating System Microsoft Windows Xp - sp2 x64 All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp3 All All

Operating System Microsoft Windows Xp - sp2 x64 All
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SecurityFocus BUGTRAQ www.securityfocus.com

www.microsoft.com/technet/security/advisory/2219475.mspx MISC www.microsoft.com

Microsoft Windows Help and Support Center URL Processing Vulnerability - Advisories - Community SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Help and Support Center vulnerability full-disclosure posting - Security Research & Defense - Site Home - TechNet Blogs MISC blogs.technet.com

NEOHAPSIS - Peace of Mind Through Integrity and Insight FULLDISC archives.neohapsis.com

Microsoft Help and Support Center 'sysinfo/sysinfomain.htm' Cross Site Scripting Weakness BID www.securityfocus.com

Windows Help Vulnerability Disclosure - The Microsoft Security Response Center (MSRC) - Site Home - TechNet Blogs MISC blogs.technet.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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