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CVE-2010-2302

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIACLIAUNCCICIAC Certain versions of Chrome from Google contain the foIIowing
’ vulnerability:

Use-after-free vulnerability in WebCore in WebKit in Google Chrome
before 5.0.375.70 allows remote attackers to cause a denial of service
(memory corruption) or possibly execute arbitrary code via vectors
involving remote fonts in conjunction with shadow DOM trees, aka rdar
problem 8007953. NOTE: this might overlap CVE-2010-1771.

CVE-2010-2302 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication
Vector Complexity
Low [NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Webmail : Solution de messagerie (3 VUPEN ADV-2011-0212
professionnelle - OVHcloud- OVH | www.vupen.com |
Issue 44740 - chromium - Need to merge fix for (7) CONFIRM
WebKit font issue to 375 branch - Project code.google.com/p/chromium/issues/detail?
Hosting on Google Code id=44740
Repository / Oval Repository ) OVAL oval:org.mitre.oval:def:11948
[security-announce] SUSE Security Summary 9 SUSE SUSE-SR:2011:002
Report: SUSE-SR:2011:002
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There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product

Application Google Chrome

Application Google Chrome

Operating Opensuse Opensuse

System

Operating Opensuse Opensuse

System

Operating Opensuse Opensuse

System

Operating Opensuse Opensuse

System

Operating Suse Suse Linux Enterprise Desktop
System

Operating Suse Suse Linux Enterprise Desktop
System

Operating Suse Suse Linux Enterprise Desktop
System

Operating Suse Suse Linux Enterprise Desktop
System

Operating Suse Suse Linux Enterprise Server
System

Operating Suse Suse Linux Enterprise Server
System

Operating Suse Suse Linux Enterprise Server
System

Operating Suse Suse Linux Enterprise Server

System

Update googlechromereleases.blogspot.com

& CONFIRM
googlechromereleases.blogspot.com/2010/06/stable-
channel-update.html

»{ SECUNIA 40072

»{ SECUNIA 43068

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

Version Update Edition Language
All All All All
All All All All
11.2 All All All
11.3 All All All
11.2 All All All
11.3 All All All
10 sp3 All All
11 sp1 All All
10 sp3 All All
11 sp1 All All
10 sp3 All All
11 sp1 All All
10 sp3 All All
11 sp1 All All
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cpe:2.3:a:google:chrome:*:*:***:**::

cpe:2.3:0:0pensuse:opensuse:11.2:

ARk ak kKKK,

cpe:2.3:0:0pensuse:opensuse:11.3:

Kk kKR kK,

cpe:2.3:0:0pensuse:opensuse:11.2: "

cpe:2.3:0:0pensuse:opensuse:11.3:*

Lk Kk kR k.

cpe:2.3:0:suse:suse_linux_enterprise_desktop:11:sp1:*:*:*:**:*:

Lk ok akakakak,

cpe:2.3:0:suse:suse_linux_enterprise_desktop:10:sp3:*:*:*:**:*:

Skak ok akakak,

cpe:2.3:0:suse:suse_linux_enterprise_desktop:11:sp1:*:*:*:**:*:

Kk KoKk k.

cpe:2.3:0:suse:suse_linux_enterprise_server:10:sp3:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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