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CVE CVE-2010-2322
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-18 18:30:00 UTC
Updated 2013-04-19 03:03:00 UTC
Description Absolute path traversal vulnerability in the extract_jar function in jartool.c in FastJar 0.98 allows remote attackers to create «

/ |

1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Matthias Klose Fastjar 0.98 All All All

Application Matthias Klose Fastjar 0.98 All All All

Reference Source Link Tags

Bug 601823 — CVE-2010-0831 jar, fastjar: directory traversal vulnerabilities [fedora-all] CONFIRM  bugzilla.redhat.com

Gentoo Linux Documentation -- fastjar: Directory traversal GENTOO  security.gentoo.org
Webmail - OVH VUPEN Www.vupen.com
Red Hat update for gcc - Advisories - Community SECUNIA  secunia.com
Support REDHAT  www.redhat.com
'[oss-security] jar, fastjar directory traversal vulnerabilities' - MARC MLIST marc.info

Security Alerts - Secunia SECUNIA  secunia.com

Bug 594497 — CVE-2010-0831 CVE-2010-2322 fastjar: directory traversal vulnerabilities CONFIRM  bugzilla.redhat.com

65467 OSvDB www.osvdb.org
Debian Changelog fastjar (2:0.98-3) CONFIRM packages.debian.org
FastJar 'extract_jar()' Absolute Path Archive Extraction Directory Traversal Vulnerability = BID www.securityfocus.com

Bug #540575 “Directory traversal vulnerabilities” : Bugs : “fastjar” package : Ubuntu CONFIRM launchpad.net Exploit
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, ¢
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

750906 OpenSUSE Security Update for fastjar (openSUSE-SU-2021:2565-1)
750935 SUSE Enterprise Linux Security Update for fastjar (SUSE-SU-2021:2635-1)

750944 OpenSUSE Security Update for fastjar (openSUSE-SU-2021:1107-1)
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