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Summary

CVE CVE-2010-2337

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-07-28 12:48:00 UTC

Updated 2017-08-17 01:32:00 UTC

Description Open redirect vulnerability in RSA Federated Identity Manager 4.0 before 4.0.25 and 4.1 before 4.1.26 allows remote attackers to redirect users to arbitrary web sites and conduct phishing attacks via unknown vectors.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rsa Federated Identity Manager 4.0 All All All

Application Rsa Federated Identity Manager 4.1 All All All

Application Rsa Federated Identity Manager 4.0 All All All

Application Rsa Federated Identity Manager 4.1 All All All

References

Reference Source

Security Advisory SA40704 - RSA Federated Identity Manager Redirection Weakness - Secunia SECUNIA

66504 OSVDB

SecurityTracker.com Archives - RSA Federated Identity Manager URL Redirection Flaw Lets Remote Users Bypass Security Controls SECTRACK

NEOHAPSIS - Peace of Mind Through Integrity and Insight BUGTRAQ

RSA Federated Identity Manager URI Redirection Vulnerability BID

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

RSA SecurID PASSCODE Request CONFIRM

IBM X-Force Exchange XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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