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Summary

CVE CVE-2010-2368

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-18 17:00:00 UTC

Updated 2010-10-21 05:58:00 UTC

Description Untrusted search path vulnerability in Lhaplus before 1.58 allows local users to gain privileges via a Trojan horse DLL in the current working directory.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lhaplus Lhaplus 1.52 All All All

Application Lhaplus Lhaplus 1.53 All All All

Application Lhaplus Lhaplus 1.55 All All All

Application Lhaplus Lhaplus 1.56 All All All

Application Lhaplus Lhaplus 1.52 All All All

Application Lhaplus Lhaplus 1.53 All All All

Application Lhaplus Lhaplus 1.55 All All All

Application Lhaplus Lhaplus 1.56 All All All

Application Lhaplus Lhaplus All All All All

References

Reference Source Link

www7a.biglobe.ne.jp/~schezo/dll_vul.html CONFIRM www7a.biglobe.ne.jp

JVNDB-2010-000037 JVNDB jvndb.jvn.jp

プレス発表　「Lhaplus」におけるセキュリティ上の弱点（脆弱性）の注意喚起：IPA 独立行政法人 情報処理推進機構 MISC www.ipa.go.jp

Lhaplus Insecure Library and Executable Loading Vulnerabilities - Advisories - Community SECUNIA secunia.com

JVN#82752978: Lhaplus may insecurely load dynamic libraries JVN jvn.jp
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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