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Summary

CVE CVE-2010-2467

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-25 21:30:00 UTC

Updated 2017-08-17 01:32:00 UTC

Description The S2 Security NetBox, possibly 2.x and 3.x, as used in the Linear eMerge 50 and 5000 and the Sonitrol eAccess, does not require setting a password for the FTP server that stores database backups, which makes it easier for remote attackers to download backup files via unspecified FTP requests.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Linearcorp Emerge 50 All All All All

Hardware Linearcorp Emerge 50 All All All All

Hardware Linearcorp Emerge 5000 All All All All

Hardware Linearcorp Emerge 5000 All All All All

Hardware S2sys Netbox 2.5 All All All

Hardware S2sys Netbox 3.3 All All All

Hardware S2sys Netbox 4.0 All All All

Hardware S2sys Netbox 2.5 All All All

Hardware S2sys Netbox 3.3 All All All

Hardware S2sys Netbox 4.0 All All All

Hardware Sonitrol Eaccess All All All All

Hardware Sonitrol Eaccess All All All All
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StackPath MISC www.securityinfowatch.com

www.darkreading.com/blog/archives/2010/04/attacking_door.html MISC www.darkreading.com
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We Don\'t Need no Stinkin Badges: hacking Electronic Door Access Controllers&quot; -- Shawn Merdinger @ Carolinacon MISC www.slideshare.net

Shawn Merdinger - We Don't Need No Stinking Badges MISC blip.tv

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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