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Multiple cross-site scripting (XSS) vulnerabilities in the paste.httpexceptions implementation in Paste before 1.7.4 allow remr
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Risk And Classification

Problem Types: CWE-79
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Vendor Product Version Update Edition Language
Pythonpaste Paste 0.1.0 All All All
Pythonpaste Paste 0.3 All All All
Pythonpaste Paste 0.4.1 All All All
Pythonpaste Paste 0.5 All All All
Pythonpaste Paste 0.9.1 All All All
Pythonpaste Paste 0.9.2 All All All
Pythonpaste Paste 0.9.3 All All All
Pythonpaste Paste 0.9.4 All All All
Pythonpaste Paste 1.0.1 All All All
Pythonpaste Paste 1.1 All All All
Pythonpaste Paste 1.1.1 All All All
Pythonpaste Paste 1.2 All All All
Pythonpaste Paste 1.3 All All All
Pythonpaste Paste 1.4 All All All
Pythonpaste Paste 14.2 All All All
Pythonpaste Paste 15 All All All
Pythonpaste Paste 1.6 All All All
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Application Pythonpaste Paste 1.7 All All All
Application Pythonpaste Paste 1.7.1 All All All
Application Pythonpaste Paste 1.7.2 All All All
Application Pythonpaste Paste 1.7.3 All All All
Application Pythonpaste Paste 0.1.0 All All All
Application Pythonpaste Paste 0.3 All All All
Application Pythonpaste Paste 0.4.1 All All All
Application Pythonpaste Paste 0.5 All All All
Application Pythonpaste Paste 0.9.1 All All All
Application Pythonpaste Paste 0.9.2 All All All
Application Pythonpaste Paste 0.9.3 All All All
Application Pythonpaste Paste 0.9.4 All All All
Application Pythonpaste Paste 1.0.1 All All All
Application Pythonpaste Paste 1.1 All All All
Application Pythonpaste Paste 1.1.1 All All All
Application Pythonpaste Paste 1.2 All All All
Application Pythonpaste Paste 1.3 All All All
Application Pythonpaste Paste 1.4 All All All
Application Pythonpaste Paste 1.4.2 All All All
Application Pythonpaste Paste 15 All All All
Application Pythonpaste Paste 1.6 All All All
Application Pythonpaste Paste 1.7 All All All
Application Pythonpaste Paste 1.7.1 All All All
Application Pythonpaste Paste 1.7.2 All All All
Application Pythonpaste Paste 1.7.3 All All All
Application Pythonpaste Paste All All All All
Reference Source Link Tags
Python Paste 'paste.httpexceptions' Multiple Cross Site Scripting Vulnerabilities BID www.securityfocus.com
Ubuntu update for paste - Secunia.com SECUNIA  secunia.com

PylonsHQ - Blog - Paste 1.7.4 Released, Addresses XSS Security Hole CONFIRM  pylonshg.com

404 — Bitbucket CONFIRM  bitbucket.org Patch
Google Groups MLIST groups.google.com
USN-1026-1: Python Paste vulnerability | Ubuntu UBUNTU  www.ubuntu.com



http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://cve.report/vendor/pythonpaste
http://cve.report/software/pythonpaste/paste
http://www.securityfocus.com/bid/41160
http://secunia.com/advisories/42500
http://pylonshq.com/articles/archives/2010/6/paste_174_released_addresses_xss_security_hole
http://bitbucket.org/ianb/paste/changeset/fcae59df8b56
http://groups.google.com/group/pylons-discuss/msg/8c256dc076a408d8?dmode=source&output=gplain
http://www.ubuntu.com/usn/USN-1026-1

wlegazo GOOGIE CUNFIHM  groups.google.com
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

997207 Python (Pip) Security Update for paste (GHSA-7gfc-2v6g-6w9f)
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