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CVE-2010-2484

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AUNACLAUNCPINAN Certain versions of Php from Php contain the following vulnerability:

The strrchr function in PHP 5.2 before 5.2.14 allows context-dependent
attackers to obtain sensitive information (memory contents) or trigger
memory corruption by causing a userspace interruption of an internal
function or handler.

CVE-2010-2484 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Bug 619324 — CVE-2010-2484 php: strrchr() interruption vulnerability 2) CONFIRM
bugzilla.redhat.com/show_bug.cgi?

id=619324

APPLE-SA-2010-11-10-1 Mac OS X v10.6.5 and Security Update 2010- [[] APPLE APPLE-SA-2010-11-10-

007 1

'[security bulletin] HPSBOV02763 SSRT100826 rev.1 - HP Secure Web [ marc.info | ) HP SSRT100826

Server (SWS) for OpenVMS running PH' - MARC

[security-announce] SUSE Security Summary Report: SUSE- 9 SUSE SUSE-SR:2010:018

SR:2010:018

APPLE-SA-2010-08-24-1 Security Update 2010-005 [] APPLE APPLE-SA-2010-08-24-

1

PHP: PHP 5.2.14 Release Announcement CONFIRM


https://cve.report/
https://cve.report/CVE-2010-2484/mitre
https://cve.report/CVE-2010-2484/nist
https://cve.report/CVE-2010-2484/cve_org
https://cve.report/CVE-2010-2484.pdf
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://bugzilla.redhat.com/show_bug.cgi?id=619324
http://lists.apple.com/archives/security-announce/2010//Nov/msg00000.html
http://marc.info/?l=bugtraq&m=133469208622507&w=2
http://lists.opensuse.org/opensuse-security-announce/2010-10/msg00000.html
http://lists.apple.com/archives/security-announce/2010//Aug/msg00003.html

W_ww.php.net/releases/5_2_1 4.php

About Security Update 2010-005 @& CONFIRM
support.apple.com/kb/HT4312

About the security content of Mac OS X v10.6.5 and Security Update & CONFIRM

2010-007 support.apple.com/kb/HT4435

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Php Php 5.2.0 All All All
Application Php Php 5.2.1 All All All
Application Php Php 5.2.10 All All All
Application Php Php 5.2.11 All All All
Application Php Php 5.2.12 All All All
Application Php Php 5.2.13 All All All
Application Php Php 5.2.2 All All All
Application Php Php 5.2.3 All All All
Application Php Php 5.2.4 All All All
Application Php Php 525 All All All
Application Php Php 5.2.6 All All All
Application Php Php 5.2.8 All All All
Application Php Php 5.2.9 All All All
Application Php Php 5.2.0 All All All
Application Php Php 5.2.1 All All All
Application Php Php 5.2.10 All All All
Application Php Php 5.2.11 All All All
Application Php Php 5.2.12 All All All
Application Php Php 5.2.13 All All All
Application Php Php 5.2.2 All All All
Application Php Php 5.2.3 All All All
Application Php Php 5.2.4 All All All

Application Php Php 5.2.5 All All All


http://www.php.net/releases/5_2_14.php
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Application Php Php 5.2.6 All All All
Application Php Php 5.2.8 All All All

Application Php Php 5.2.9 Al Al All

cpe:2.3:a:php:php:5.2.0: %" %"

cpe:2.3:a:php:php:5.2.1: "= ™

dkkakkakakak.

cpe:2.3:a:php:php:5.2.11: " ™

dkukakkakakak.

cpe:2.3:a:php:php:5.2.12:%:%* ™
cpe:2.3:a:php:php:5.2.13:%:%* ™
cpe:2.3:a:php:php:5.2.2:* % "
cpe:2.3:a:php:php:5.2.3:* % "
cpe:2.3:a:php:php:5.2.4:* % "
cpe:2.3:a:php:php:5.2.5:% % "
cpe:2.3:a:php:php:5.2.6:* % "
cpe:2.3:a:php:php:5.2.8:* "™
cpe:2.3:a:php:php:5.2.9: "™
cpe:2.3:a:php:php:5.2.0: "™
cpe:2.3:a:php:php:5.2.1 ™
cpe:2.3:a:php:php:5.2.10:*

LRk kR ok akak.

cpe:2.3:a:php:php:5.2.1 1 =

dkuk kR ok akak,

cpe:2.3:a:php:php:5.2.12:*
cpe:2.3:a:php:php:5.2.13:* 0
cpe:2.3:a:php:php:5.2.2:* "
cpe:2.3:a:php:php:5.2.3:*
cpe:2.3:a:php:php:5.2.4:*
cpe:2.3:a:php:php:5.2.5:*** "
cpe:2.3:a:php:php:5.2.6:*:* " %"
cpe:2.3:a:php:php:5.2.8: %" "™

cpe:2.3:a:php:php:5.2.9: " "™
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No vendor comments have been submitted for this CVE

« Previous ID Next ID—
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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site. This site includes MITRE data granted under the following license.
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