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CVE-2010-2498

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNIACMAUNC:PILPIAP Certain versions of Mac Os X from Apple contain the foIIowing
’ vulnerability:

The psh_glyph_find_strong_points function in pshinter/pshalgo.c in
FreeType before 2.4.0 does not properly implement hinting masks,
which allows remote attackers to cause a denial of service (heap
memory corruption and application crash) or possibly execute arbitrary
code via a crafted font file that triggers an invalid free operation.

CVE-2010-2498 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 6.8- MEDIUM

Access Access Authentication
Vector Complexity

[NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

[ft] FreeType 2.4.0 has been released &P MLIST [freetype] 20100712 FreeType 2.4.0 has been

lists.nongnu.org released

text/html
Support / Security / Advisories / / MDVSA-2010:137 www.mandriva.com & MANDRIVA MDVSA-2010:137
| Mandriva text/html

'[oss-security] Multiple bugs in freetype' - MARC ) MLIST [oss-security] 20100713 Multiple bugs in

freetype
APPLE-SA-2010-11-10-1 Mac OS X v10.6.5 and lists.apple.com [F] APPLE APPLE-SA-2010-11-10-1
Security Update 2010-007 text/html
Bug 613160 — CVE-2010-2498 freetype: invalid free  [EICHITENL TS ) CONFIRM bugzilla.redhat.com/show_bug.cgi?
vulnerability with possible heap corruption id=613160
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SecurityTracker.com Archives - FreeType 2 Font

Arbitrary Code

The FreeType Project - Bugs: bug #301086, Invalid

free (heap corruption?)... [Savannah] text/xml

Debian -- Security Information -- DSA-2070-1

web.archive.org

securitytracker.com
File Processing Errors Let Remote Users Execute text/htm

savannah.nongnu.org

www.debian.org

freetype Depreciated Link

text/htm

freetype/freetype2.git - The FreeType 2 library

Support www.

text/htm

USN-963-1: FreeType vulnerabilities | Ubuntu

text/html

'Re: [oss-security] Multiple bugs in freetype' - MARC

git.savannah.gnu.org
text/html

.redhat.com

About the security content of Mac OS X v10.6.5 and

Security Update 2010-007

text/html
Inactive Link™ Not Archived

){ SECUNIA 48951

) SECTRACK 1024266

¥ CONFIRM savannah.nongnu.org/bugs/?30106

(© DEBIAN DSA-2070

2y CONFIRM
git.savannah.gnu.org/cgit/freetype/freetype2.git/commit/?
id=8d22746c9e5af80ff4304aef440986403a5072e2

& REDHAT RHSA-2010:0578
@® UBUNTU USN-963-1
2) MLIST [oss-security] 20100714 Re: Multiple bugs in

freetype

& CONFIRM support.apple.com/kb/HT4435

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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